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(67) An sBto:TiBkid meihc<^ sof .<sl:5ri;ng a cu^^Mi^ 
ihai a tr^:n5i8ct^on is b^^ing initsa^^^d anci far auinonzing 
th^ trari^acJson based on cDniirmj:Uion/appfOv$=j 

€?.iTibc>c"ii:menl a rc^qu-tr^i: to aulhofs^o t;hf5 Iransactjor; ii^. 

tilier; a dat0frn.Ena!ion msd^i whailier to aiMhor^m tm 

■tern-iination i:S FiiJlhDj1:^3 the tran.sactior:, .^ns^i fact iis^ 

tim^mHoa should, in faci, ba atnhor^:^^ad ^^^c:a^vad 
ba^:;k. km^ nm^^ijmmmi: mdihB ir-an.saotion ts a^Mm- 

tfansac^^bn ^njliaifjci by cEn sigsnl of' th^J cii5:i?5mef 

the: p?1ri:C:fpsil are. excjjed^d. A pj-^lerred method oi. a)mt- : 
ii-ig tha customer and mcfaving a conslf mattor. to ai^lho; ^ 

iy- ^ttorddd by c^:^Fiif^^ati0n&^^wo^ws^^ pagars. 




Si 



2 



ana s^^rting smd mom ptsdscuiadi^ !o.:si frt^?thod 

m ^i^&nyof B ^mer^ cor^\pl<^\Bd trans- 

pariy for a pf5ndi:'ig. u^=in^^iction. 
Bg^ckg^^oufiid of th^ li^^t^ntkin 

p60:p:^ '.if^ -a; vanity of :Ci;rcu?-ns:^a?^^^^ - whon .^^pp^yjn^ 
1m tmmclm mtvlam, mm concluding purcha^^s- jn' 
s^ior^?, and vvh^^n making purchases ovsjrtii^X^si^sphona, 

n sJrnber ptJD^>{8 thai hav^ ^^£>:i^js:^ lo.a' cu^iorf: fsr^^ij 
cr^^:^^^■c^h^■d nunUii^r has ^a^q?J$>E-itJy f?^cl to fr^^iL^d.. T'hj^ ad- 
vsinlagti^: cl i^sing cra;d:t Eds.; ^Kj^-x'>?ver. ari^ sub6ta5'>^ 
m.. 'niB cuBtoirmi: tHk> ti-HB^if adv3n^;^:C^^5G.[;s :if^ that 
he or sh^^ n^>$^:d -^ot ca.:-!Y csish Of mm checks. Qrmii 
card pufcha^jas akso hava adv;:t?r5=igaa to Iti^s ^f^^aH^^^^ aa 

cradit sjiitfd^ B^ifviica: prwjdar anai^-^^^ isf^saiy p^iymanl ta 
iha reta^J^^f: r^gardN^^a of wh^sn ^h<s cut^tomaj' pays >^ha 
basanca on ■ihs;crad^ ..card..acoount How^sv^r. cradi;i 
cards, oj' ^ditoard nyrnbe^'s am o^ian sjoileh, and :o:radsi 
:card n:tjml5^f§ ara.of^f&a sjssd over th^ t^laphor^^-or 

fimjEaglha^cas^Ofrsars^^ idamity.. 

T^^iap^'k•?naaa^^^^:g^::a^d r^ua^bara havij ^$<:K^!Jr!iypfL^>b■■■ 
i;ama aimiSartoihos^Jol i?f"adilaardst. T3':J?sa namb^^as aa^ 
o'fan jspokan sbud o:- antasrad ihrough a iDuoh tona key- 
pad,, ^hei^i^y aHowsng :oiham ths oppoftanfiy to- mac^r^::!; 
trmrrT (a:ttha-r 8:aat:rQ?niaaay or-oy mamob^s^amn^^ aa^^:■ 
tblti^n fmudi!:i:antiy.as;aiha. niimbarst.. Anoihar coma^an 
■source of traad Siaras Uxm^ a^th'ork'^d. liaac^^'ora cmdsi 
:ca?-d ara-^tai^aphona saiiing aard^lolfowad^by a aaatornar 
danias tha^ ha or aha mada ifm pu.rchaaa o^ pisaad tha 

ir:^; aard nambsr w^thoai mora may snadaquata: Com-. 

pia a 1ran5;actbn; ■i:hatd^;p?i>ada apon pr^-^aJ^? a^^iormt 
idai^ti^tara (^ a., pa^$^&^ordf$) ^hrou^^h lagak^r ^^3a^5^i! 
ahahi-a^^s; :Ttay 'aacorrte kao^va to othara. t^a^raby sak>W' 
ing. unauibor^^ad' a^;aass.to.:thaaa..dmabasaa. 

Frfoj" art a"iaahantam^ :Of haacijjng auch aacar^ty 
coaa^^f-a^. hava ac:<; t^.ikar? ;:idva;ata:c^a ol" ;:idv;:iaca.;3 !.r-t 
aaraj-^ii^niaaJbns andaarnpate:ray^$^Jams io:aatomata.5ha 
aiartir-^g aad- approves; pfocaaa. Uo^ ia.caia:c|aaa wh^ah 
h^tva' haratofem. altampfad to addta^a. lhaaa aacarUy ^a^v 
auaa tand to aignsfjaantJy.incrastsatha aarap^iaxity.ol tha: 
coramua^aation protoaai For axHrnpIs^: tha aastomar 
msiy ba aa^ed ^idd;aonas quasibn:^^ Oha ajiawars .ta> 
wh iah it]B .expaated that oaiy the aatt^oai^ad p-aay woasd 



know); .<^r may :ba j'aqujrad to p rovida :addjt:ionH^ jaferma- 
■tsonas';apan.a^:aaGh1:ranaat5t!:an aaah asaCsaarat) Par-: 
.:&onal sdaniifioation Nuaibar rPif^y [vk>rt^.ovar,; rt may ba 
racjasrad ma^ ^uah PsMs ba m^odEt^ad on a roat^na basb 

a" in ordar to ma ^a {m"i ihm saa raay , To aaaoa raga castofa- 
:^^fa jo raaka asa tio^a typ^^s safVicas (£^.0.: oradk 
arid caitiag :aaa:Jaj, haa ■aaaoma coramoa k:- ^^rai•; ■^^ha 
liabaiiy 1ha c-^^iomar wajsa :i:nc:maab'^g tha ?;iabH;^y oi 
jha sarviaa provKdar /a.g., tf-;a r:;rad;it tx^fd vandor o:r tai- 

^^>^ aphoa^i ooa>:paay;h :Uabriaaalaly aa;=iath:aazad :!jaa€ 
a^ajally 90 aadatai^tad uriUl & padodk; saivica fapi>d ia 
i:ss:.jad. typfcaJiy^ aHha aad. af a frsm^hSy^ biSiiag i^yda 
aad Soag: aiiof tha ^a;it^da^aa parpata^tad. 

. |:a: addsaoa : \o ^ha .abova-daacribad :saauaiy saaaaa. 
oaa .aoa>;^ioaly daal rad c^aa^ or f^naacjlal tranaaatsona - 
votea a pr^aafpa? wbo^afripowara an a^oat to iailtaja.and 
aorap^iata. :routia$ tTa:naa€tiOi^a w^moat tha ptsaaipaj^i^; 
kaowladga or apa3X>vaL Hov^avar, .^ha phnaipal o^tan ra- 
::5^arvaa.tba.;ightto.baaJadad lo,:Ovava:-ito:approva, aacb 

^ :tmasaa^^oasi paaiaaiiahy vvhaa ^iiay^ar^ 

ioaaaa or atypical Fo?' a xaa^pla,, approval may ba a^a- 
:cp ifiKi whBTi c arJaja aahoiid pafsif aalaa> thai . af aa- 
i^ix:!alad ^.v^m th^r ?;raaa;i;atii:;a. (whbh. aia:^. lor axampk?, 
-aa- pra-dafmad fey. ?iia- priaalpa^V araaxaaadad. . 

PhOf ^at maah-aatsf a:s laf handljag :aaah a^ant iaai- 
aiad franaacaana hava- also no! Uihan aoVantaga oJ ad- 
vanaaasn commaracaiijoaaaaLaaorr^patar sval-amstoaa- 
tojrtata taa alarttap and approval pro<^aaa. jharaby mr:^ 
^mq tba scopaof^appliaayaf-ia of siich Jraaa^ioibaa. For 

so marrple. a card o>?a>aa aao^^ aa a aorporat^oa •■pareat j 
nmi p!-o\adaa aa ampbyaa (yoang aduit) vvith a cr^m/ 
daba card loaharga bumm^ {parsioaa!) axpaa^ia:-5.: typ- 
k^as^y plaaaa cariara raatdoti<:^as aa tha r!.^a of tha aaid 
by Aa:a aafdho^dar io pfa^/aala^iasaa, axaassoasi or ffaad. 

-i^^^ Thoaa a^^^tricticaa ?ac^:uda. 1or axairtpJ^s.. ypp-er Ita^iits on 
m-im ihatota^ a?-^:0!jat: ot manaythai oafJ ba ahargacj io 
a c>o?Tia>art>sal araaU;:c;^ifd, a>r iha namharof iransaations: 
^ihat can ba aiahoiizadfor a aradiraaid a=Ja^bar ;vyjmia a 
pradatarrraaad parjac; af iJjTia. Thosa raataaJ k^x^a soa^ta - 

4^: ■ ijmas : ap-arata to dany aaaaas. to- oradit.. iO:a .car dhoidar 
whoiaatfandadorfsu^ia^j^ whan 
aaiaical^yarad-it la mo^iaaadad.. ThJa'^aJaarsydaJaamtba 
parpoaa o' ampowariac^ the arapJoyf^a or yoas-sg adaU. 
Vat, oaa; a=ghi tha aaa of Jbosa aradii ca rd?. by tha ca rd 

4^ ovaiars strl^ aaadad ajaca ma oafd owaerB ^am ulli- 
a^at:aEy f InaajjiaHy :f aapoa^feia tor t^a axpaa$;aa char pad 
■to,tdo$H5 ciadj? aa.rd?.. I'fm iaaaa. l^:ika$j par^^a•:i^ar s.ky-^if- 
$c:aaca wbaa oaa coaaidara. ^hat maT^^nanta' conoarafid: 
.aboat Jaak oi \b<^ aorr^pataaay ■a? rrssnora \o aorripjaia 

^ . :card1::"aaaactbna hava baaa f"ah.iciaai aaaapi dab?tor 
c:a^dih'^ardaa?5araa;iav'5C:rpaymaatffora a-i^aaa?.. f-iaaca. 
:aaoihar apaosfja prv^b^aa^ of "iha paorart ^aaK of :h ij^ji^k- 
■feb f:astriaitUm a^acbaaisa^ for p:r:iacipa[a io \km a^onilor, 
aad/or apprc^va a§e at a aard by cardhol^dar: for noa-roia 
tsna aommarda?. taeirTsaatioaa.. 



.Ws:. have recogni:^^^ that tha atersmantion^ed pr^>b- 

fDfjTi the Indfs^lduarcus^omsr gt:.,, a.ccoynt h:C>!da:r 
■or p-rEnci:pas).that. h:ar?;usiofTi^?f id^jitm^yr 
ci^d^M^n/c<Mng crard n;^B>b^$r.. P.::r^^, pa$iswoJd,. etc, ) 

:;i;r^d ti^;:?? i:nab!iitv gI ^he cui>tof^^$:r 10 respond xh^r^ ;n 

a pandjng ::Siuthon^aJ:ion 1;h.i5> eos, af>d th>2 iran&aciion 
then aut^ors^ed^oniy sn. m^^pons^.to a custom^r -c^onflr- 
maison. sn. accordances wem e^jri^^^n oth^^? iJlu$U:?=;.ilv^^6m- 
bodim^nt^: tb^^ inv^intion provJd^e^^ a nuMtsrO:^ and a ay^- 
tmr^ which anw.a prEncipaito bj^.auiom^^tte^ 
:tG, an;df^of-.:io .p;?Gmptly i^iU^hoj-i^;^:. an ::tig:?5n^ki:lkt?5<:i; 

b;^issd on ^^pm-i^o^^&p^otM '^^mi^\^d by {hi> 3:^dnc:jp;^;i . 

m lha cBstoJTior jd^intsfser; if the dBi^ijnjjnauon is m^idf: 

i;s cornmm^Ecat^d ^^c M ^justom^r <^ :cof^i3rrnatic=n- that 
ihe irans^iction is, sn fact, tO' bo aulhors^.i^d i§ r8C.^'5^V6^d 

s.impJ?^. acGmpB^6f•■d>=^U5;da.s^^. cb5irgj$d-v*/5:m th^-s task or 
siuthocf^sjng tfansaajon, m^^^ signal th^ o-^i^^om^r vfa 
pi5:gio^^:.whyn:6V^f N^.orh8r:cy:5;teiET^^rjd8miii0^ u^^d 

displayed .on the^ ::pagef *a alph^inum^^i?^: ni^m^^ric} d^^- 
■pi<5y."T:h^ custont^j" may t^i^n f^?3pQnd (vla^iha -iwo^way 
■p^5g0r),bv Donfsrrning ordanylng ths p^nd^ng s^uthod^a- 
titan. 

Accoj^ding: to on^ as^ps^c^ the inv^inl-ion, t^mBptk>r\ 
cor>d^^=on^ thai: ^ilg^e^j Si c^.i^^^orn-3^^% j^ck-^rting or appswai 
prix;^::ss mjiiy be stor^^d tn a pj-otsk^ <>peE;^f:ed by Iha cijs- 

nom to ;:i pe;:f5-Gf-jstt ocjfnrflMnk^atk^ns =:;cl':^r:5se, such- as a 
paging numbarvor e- "500' or 'yOG'" pr^rik t^bphona 
ai;^B?^di^f al whi^:^irr1:hax :Cus^;ci?Tiijr .c:^?n be reach^sd.. For 
credii/debit ;:tr^d aaiing card j;ran8af:uon;5,. axciSfMb.n 
condi^Jjons tnaybe caui>^5d^ 1t>r a^campte. by req^J^^:?;:^fDf : 
crodiu^moum (or riu?TH50r c^rirans 
old parafaelar's pr^-imposod by the card, owner Jo-r Jha 
uas .of iha ot breach- Orf otbar cond'itbji^ -.pre^SQ' 
fin?5d isy lhe <;«sx::; owner tor th^ usa of ti^e car^^ In ac- 
■cordanae with th^) prirjoi:p:Sea ot tae ifwenton, tha :a^if^:^ 
owner msiy &te to ^^f:'aply reaojva ?hf6 al^&d metssage of 



to authoru^e/deny tha charging of expenses to the 
■card^ numbar Dy^ irsinsmittsn;^ an appra^s/disappfav^ar 
: massage. to:ih^s card- is^aer.a^pad: of th^-ca^d- validation' 
pncsoassr. 

^ A^rcarding to another aep^^ct oi th«^ iaveaiion , a m ar- 
ahant may rapu^^st tns approva: at a parent of guardian 
la adebjt/cred^ftaarclhaa^^aL^tc^n, saah a^$ a storad-vaiua 
;$a!a ric;?iid, pfa^entad to the mej cdant by a minor aiieg- 
jag io act on behail of tha parent or gL^ardsan. In ^dai 

^ ^> c^ieO: ihe oafd naajbej; or a proxy d>ere(>f , may ba uead 
a search key to rat riave the parent or guardlaa's pra^ 
tj^isthal [d(^nfifiaj5a coma-;enibet;ioasaddfasss^of the pea 
aos or guardjan. The traaainoJ^on approved oj^Sy i;f an 
■aaihorkatioa raas:sage ^e .mca^v^ed;.from 'iha .parant or 
gaardlaft. 

1 -se a teiiacorrisrnuf^jcalton. eyaleav ar^ani;jea: In 
^ . accoi^ianaa. with: the. ^nvaru.is>n' to a^^ow: a card .^oyvne r^ to 

aathof ize, or to afe;ted to lraneactioae aba ixjad ta me 
oardbya:aardna:dar: 

2 jflusdraaieaai -aj^ajapJary rnai^>aga that Ja 
iraasrnttte^d by an auiomalavdia!;:ng anst ala' miercaanrs 

^ teatk>?^ ^o a ca^'d i^u^^B va^;idaiJon distabasa . 

F3G. :l shawe an isiualrahve labsa that asaccsaiea 
asarnng t^ireahoLi paramatar^ to a;:ird narabafa. 

F3:G. 4.:abowa aa iiiiueiratiive.ganeric ?T>aeaaga 'hat 
m irmmMm d^ ao aatomatin dialing unit ai a rnar^ 
^0 aharnV5 iocatbn to a aard ov^-nodg coavmunioationsi 00^ 

fie. r> ^om ;spaatfie axefripiary n\Bi^mgm nm 
rrmy be ^ranefarUad t;5y iii carc5 vjiukjallort sy<5ten-s to a aaaii 
^omjar'aaGn-ifaL^asaeijaaad^avic^a.- 

-i^^? Ra. S \s a j.abiia iha^ corte^atea raj^rcham codae io 
typas ei cmmmmmle^M^mm'i^.. 

■Fm..: T aho^a a l^ow dagra^T? oiassning ^slratjva. 
■progEaa>rnad aiatjaotbna exeoaiad ;by dstferent^ a^s- 
-.rnantd or lha caa^jauafea^^one. syatam af .FtG,. 1. la ra- 

4i)^: ..aosva .approvatlop. or to a^ori avaradri eard owner ta, :a: 
.cj-pdsi aaj^^ tfanaaolfan inilJatad: by a card holder m aa- 
cardancia. wah.: c;ariain jl^a^tratl^e' amfeadJmaa^^ of "ilia 

Ra. .B:b.a ?:ovi^ cnan ot nsastratiive pfogram^asfd in^ 
^^'^^ $;truchons e^^acatea by various eoniponants^ at tba cona 

n^araaaliana Siyi^^efa RG:. 1 to. faeajve appfO^aJ ■froa^ 

a' pafonl or .a. ^^aaai^aa e^l a rnsnor initja^ad dabil mrd' 

■tjanasictiioa sn aacojtianpa: ^y^tJi:a: trf st iitaatfaJivaaa-ibo^i^^ 

irr^aoi o: tha pra:sent inventJon. 
^ F3:G. Sasl^ow a t;ow aharl at a: cmdit card pajat^aea 

tn:tna;:io3;iaa to w?-^ich cmmn jllu^aa^sva aajbotS;rnaril^=; ot 

^■it5a .pra;5eat inven^bn: may .advantagaaaaty da appJtad; 
"Fta. 10 ahows a Jlaw chart o? an aLrihori^at ion prac^' 

eaa in aaaofdaaca vyi^h a saaond ^Naatfativa embodi- 

mani ot.the praaant inventson.. 

fm. 1 1 anowaafsoa^ ahad aran a^Jthori^fStian praa^ 

.a^^a sn. aaaordanea wsth a ttitrd itiuatratiiva aET^bodiET^aai 

o;: tha proaant invantioa:. 
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Fi G*;. .12; shows a t ?ovv :cha!t of an: siutho^j^atso^n pj'oc- 
. s:ss . in accordance . ^s^:h a toiirth iltusti-aiiva embcidlf^^snt 

If ansactk>n to whjch t5; tiith ili'jsiraf^vs? srr^bodjrria;!!^ i^v^ 



Akhoiigh {h^ pTincbi:^5^'> ihs^ pres^^nt ^^vss^^ jon .may; 
ljo . appi^'sc^ to. rr^eny doma^n^,. ■m:^; illustrative .^omb-cx^i- 
:T>ents ■d?^^crib^id..in' d^^iail: mmr^ wi^i focus an a. o^^dit 
card or d^bi? card purchase tmnaas^tiofs, In thas^ am- 

or dtsbit card ■ (or- a ftj-edi^t card n.ijmbs;r) 10 'is^^^irL^d: a 

pxitc^iaiiB tchim g^m Ci'^cM c^rd atcoxA^-^t or to d^ii -thB 
amoa^yi ot pmcmm Uc^m th^ g^m drmn cam ac- 
c^ml J^mcrm^n or cfebii card nijmb^r jj^rvfns 
mfm^ ^rMm \^ fhf^cf^5d^t.■card■s^w:i^:^^ prc^ldm f^.g., 

FiQ,. T shows s oommj-inb^abns systerri --ifrar^gM 
in. accordance w^ih oadain iltustfaJsve ambodiEiTieots ot 
\hB pm^enl immtkm 10 Implermni the prine^pies thert^- 
o1- Th.0 oornmLinicatbns aystom ol FiQ- 1 :!n<:iude:s a 
cOf^vmur^:cat!grB5 ncsrwor^: 102, a vaiidatior-i daiab;;u>a 
1 06 arid a pai;iing :!svstem n^^fwork: 1.11 .. Oommuf^iicatbns 
aat^vork 1 02 tncSudes orv;?. or a sa^rto^i inrfjf coanaotad 
■c;ors:rriUf>:cal!onssw^^cha.fta.a^;if^gadtc raiayi:oya;i:datK)n 
■dai;aba3*^i 106 (vSa l^nas ISO'^I to inferrrj^icn ra- 

cajv^ed ?rora.ca.?^:i f^adar 101 Spai:>;f^c>ai:ly, wri^n a.c^f^dji. 
c^ardhoyar bands: .a:crad!raafd to a-fnaf^^haru l^aharg^:^ 
axpabsas Bissdciaij^d w^ib a iransact^on^ t?^s^ ^parcbbnl 
■slkies th^5 cradsi card thraiigb oaai raadcr 101 to r&ad 
ths:Gr6'dii card aiimdcsa for a^caaip^(5, afi tbsi magnaib'. 
srripoon ih>^ dack.ot^iu^-croduaard. Anamomat?c dJaisng 
unit lociud^d ia card reader 101 asais a^ JeJ^pbona: 
numb&r a&sdCEalM yyith a. database :tM:D^i the cajxi 
saarto.yaiid^ta!h;a.ca.fd aasrib^r. lapariic^jia^s^ ca^^d rs^ad- 
101 trsinsrnils to va^da^ioa :dalab::is?s^l06.a validaisan 
raqaast :Tios:$.aga 1hat is tSlaafrativaly fapraa^^niad sa 
RG 2 

mmm'^, -mm Iba: cafdholdar w!3be:s.ta .u^sa a dab*l 
oafd s^ich a^ aa A;!.iEo:-n;:ii=o T^slbf: Mj:ich;?-U5 :(ATM) caid 
as ;:i mBM}^ ot psyi^mn iot a. coPT^iiTh'M-aia.s lran$:;action,. 
lha oiarc:h;:u^l antaf^s ciapaciaE aoda snio <:^aj'd madar 1DT 
ID {r;iti;^£ii? Jh^^-aj>'^d:;ng and approval proeass. Tharaa.fij>f, 
:oa.rd.faadar rairsavea iha dabit oatd au?ma?^ lor ax- 
ampsa; ^rom rha fTiagne^io ;?tapa on tba bacK of rha dab^t 
card before promptiag tba aardbosdar lor a asarat oada 
(a...7.. a P^N) -Card raadar lO'i tban trarjsmits to valsda- 
tloa dafebaaa TOi a vatetiao mq:uaa1 maaaaga that m 



1:!kisbatad1n FsG: 2:. 

Tha rnsasaga ahayyn :n FiG. S inaladas a card 
:a.U:mbar-20:; ,..a raqiiaatad:.eiradtl amount-202,:a ma*cjiaai 
coda ^03. and a vandation raqaaat ^04:: Wban a-a:rd 

^" aumbar 201 sa a dabil card nisr^et aiao incii^das iba 
Pm eaiasad by ma cardbosdsf. Marc ham coda 3 ?^ a 
^5akJ Jda?>lifias ^he typa ol baasna^>s frorri v\^hjct^ tlx:- 
ma^j-sag^:- a?$-§oi:s;aiad with ^bia Uanaaction. ia b-an.s;r:n5tU5d. 
Typb^iiiyv.tha maj-cbaai coda: 203 i:s appsndad by caid 
r$u5<iar 101 aJt^^^f Ib^i raqaj>siad cfj^dii arrsoaar 202 bas 
■bmn ani^^md by iha.marcbaat:.-and tf-ia caS^sng. 
aambar ^01 baabaaa faibayadbamthajTiaaaabo alfipa 
oa iba baaH;a; ^.i-ia card, Tbe vai^datton rfxa:faaJ t1:akl£04 
:aK^raa. Jh^:Cac3a "antarad. bya.marcbanrtQ racaiv^a ap- 

r^ pcaval t^aaT Jha par^y autharj^^d to ^^v^ asjoh app;*ov-?ii 
ima d^;tf5l^:;ard.l:ramacaoa. lha:caaa wharatb^? aard:- 
■hosdar ia a msnoc far e>a$rapJa,. dy raqaa$t1r^:g :apprayai 
:d tran:sacti^:^n trom a parent or :^!jia;-diaa at ^he miaor 
■(i:-a,, lha aal5-iOd^ad.;pab^); ma aia^a;haat aad: tba dabit 

^ card isjasjar ara aasarad tbat tha irans^actson cfiri:noi da. 
vosdad ava a-^saor ai a satar cfet:Ja oa Iba ground lhal 
itm nmo}- J:=;Ckad \Bg^ cOT:patanoy ^0 t-mar Sj-^^o ::5ucb 
■aansadjao: 

Upm- racejvmg a .va^sda^ioa f^^qaas^t mas^aga., vai:|- 
dation databaaa OS sjsaacard aaaibac 20t a^ a a<-iarcb 
■.kay to.parforrn a tabia ^ooH'-ap opaj-at joa iot tha purpasa 
oi rab'iavsng ^ba paciliia asaac.ja^ad with iha oafdnumbar. 
VVaarj iha ca^dboidar m a aanor. and iha ca rd ia a siorad^ 
■va^ua.amaricafd.apasaphrasa:Orpfa^<y.int'^5^mato 

^0 vidad by tha miacf^ a-^ay be uaad as^ s^aaf ab key to raidava 
lba-p:rot3fe oi Pm. 3.; 

Vaiidaaoa da^aba^io 106 ia a procasBOf-contfaiiad 
oantra^izad: c^atabaaa faaiiUy ws-nab ia a rapo^^ilary oi 
r^:COfd& Of p.io!;3a:^ fof aii oa-idii/dabti card aamboas 

a^ sjgfiad by a card i^taaar to Ua oaaloa>arsc. \^ilida^jon da- 
iabaaa 106 ia dastgnad to aubodi^a ■ransaatk5n$5 
.cbargad to aa?"d aafr^bafs;- a^a fad. thara;:n- Suaa .a!-abo:b:- 
i?a^ior5 fbay ba baa^ad.:oa a aa? -o^ pja-daijaadpa:raaiatars 
inaJadad da Vrm prct\lm m^odmm mh ;ba ca:fd num- 

4a: yyhan a raihavad prafiia. .daa:s aotaaaada a :ra- 

■qaa^a>a?it1orai«;n9^<:^rappfavab:valida^^^^^ 
^i-ums^ar may- da-parformadan ■^a'^aqrivaa^ioaa^ m.an:na:r;- 
:Wbaa a profile slors^a aiankic^ pan^aiatafa^te^ 
■qasra ooiaiaKinjcatioaa^ wstn: ona. or' mors aalSad paftiaa^ 

-'ir vaSidaboa da^abasa I DS :!jsaa q-^c- oj Aaloa^ailo DP 
assE^g UnltE^^ (ADUF 130-1 nO^H to diai a ioJapboaa 
aarabar- E:al:r;avod kom .a proli^o asjatx:1alad. <^;iib. .aboard- 
aarabar. : 

abowa. in FSQ.. S la an. i5ia^fa?iv:a ^abia thal aasac^^ 
. ^a^aaalaajag.and. apaa^aal tbrf?^:ho;d: paraa^aJa.ra loarad- 
1i aaa:^ -num-bara. .^aab r'aoofd ia tba Jabia of Fsa. 3 a 
projffo tor a oradtlcard najrtbar Ibat aa^d dalarfai?^a 
xm a^annar in '^^■bicb ^mnsaciioaa :obargad to ibat cradit 
■aaj'd.n:ua^.bar ara proaassad, Tbo.tabie o^ F? G . 3 jatiuda^: 
a cardboldar^a naraa Itaid 1 : a card aambar field 3D^; 
a^ca and mmonz^mon fsags 303 aad 304, ra^paajivaly; 
.atriggar groap 0? f ja^da: aao.mn^uascatioo:S:ad^baas baid 
W7:a no-m^m^Br-cmm tbrasboid:ffald .30:9.: ■an-d :a ao- 
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^•301.-^teesi^ths mime of a.can:^::hO!d$?:r ass0- 
cialo^ Wi:th parttoEar card number. The cardhcidt^r^s 
:nami5 fisfd :mHy^ coniiain/ for <S3campi^. the fs;rat. an;d:;a:St. 

jhss mfdhDid^r(a:S sn^n tbr ihs first and thm. 
mcord) or ^i-v^s. tirM riame. (or ni>::kr^am£:} of i^ardho^dar 
■{a$; sho^^vn lor th:^ $:Corid toK^m remtd). G redit a^fd' 
:'iijnTb^::r 302 b$ us-;xi a.$t a s^earoh key in the Jabla icoktip 
GpenBlb!"< mantiona'd' aixiv^s, io fi3ta*3Vi? pro;jii? a-5;50- 
:ciak:d wfth tHaJ c;?ifd rRjfnbar Ts-sa siJsJh 1=5^:9>ia?d 303- 
d;iCHi^^^^^■ti•^a^ f^ia aa^i mjmt. is to- b^? norsfjad, ^iilhqsJ-g^Y 

tmnsaciion wO'^jEa ailtiar Cft^^^^^a <;art5;:in t;o3id5^:iQns.- prs- 
■dafin;^?d. *or iis^.-of :the card 1o. bs; ?:?r?::ashad„. or/a: 
1;h^■s^shold. pararn^^ar to. b'^ ^jxc^jadad: Thsj^ approv^^l f la^:; 
fi;9!d. 304.aiar^a t^i© <>ard ^$:^u^rJha .cfaciii card transac- 
tions Shsit vioiata pre-ealabitshad conditbn^' n^^ed to :b^s 
a,j.ahosi^:ad by:i:h^> ca-fd.:Ow?>ar-aa: par! of ^hacard-v^aJki^St- 
iion piomi.^. Th^s^ pra-astj^b;isnad ^:aixiit30fr:? b^j; 
■pra-as£ed.sd: by - the;- card owrtar- Cjf-1h:«-^ n^iSy ba- i^c^r 
Worn: liT^a-^B^ m- thB aard - :a;5uar. "Tlx^ tf j^^gar aroyp 
fj<:ikis dapicJacI if^ FiG. Sjiuaira1iV£;iy si-io.vvs dilte^i^^al p^^:^ 
rames^ef^ wbjcli caus^^.a card ovva^>r to ba aotltied wi-'ian 
iho^^i patam^siara fi^xaa^sd certain pra-:-df5^tnf?d Ihr^^sh - 
oida. Tha ^coadi^tjona^ n^ki SOS- ^how^i :;Batrtetians pra^^ 
Sfslaatad by lha car d owaars i^t m^ ot tmk arad ii cardsi . 
For$xaraptevthaf?rat rv^cordlnd^c^ajiisih^rrihecardo^"^^^ 
ar ^viahas i:<a abrtad whenever aardhosdar a-harges- 
mora than oaa hvindrod r^OO) •:^4iaf:a to tia aroda aard 
numb.t^r.. Tha.thsrd raaord iiy^;tra$^§thal:-£h® card ow!^::ar 
warhea-lo aurhom^^ any aradi^ ca^:■:^ti■>T^a$.aa^^oa fcrrnora 
tbj^if] ihf f^a: buadaxi do^ksra. By con:a"a*j. ihe owriaf o? era 
cfixist card rajmbar ass^oai^iaixi v^th th<5 ihaa re-c-acd 
wastxia !o alaaad whajxrv^^^f that card h> uaad at con*!- 
nb"^^fa:tat astabstshjTiaraa saaociatad wiih ^^p^scifsa mar- 
chant aodea. Boraa card i^aauara assign djatinat mar- 
Ghani' oodaa to: commicM ^m^bM^r^tiU, .a^joh aa 
ba:ra, hoiaJs and liquor atoraa, tharaby allowing c?odil 
:Ga?"d aaacsnPrsorta ai .thdag- aa^abli^hrnanfe io t:ia..i 



Other raairsotioa^.thai may ba ta\oo«ad ;b.y a^oard 
owa^^jr may snc^ada:, for exart^pJO;: ^ha '-aiaj^ss-aum. nam&^rf 
of iraaa^iCtsona" riaid 3(56 which d&tinsa an ijppar ^h^ilt 
on tha m^aber ai um^mciion^ oan' ba chm:^m- {o ^ 
aradjj a^^tfd aijmbar wlrhsn a..pE'^>d&taan;ra5d p«a<id ot 
\\rm For ^^Ka^ap^a^. the aaoond rc^oord ladtc;atc^a.lhat Uxr 
asifd ovvnerV:; .-tppfovaf ?a raot^irtid to vaSidata a arad^t 
aardtfaaaadibriwhaa more thanthra;5 0fodJi asiad imaa- 
acliona"h^=i^a alrsiae^y oa-ea p^■^x:a^i:$^ad tor that cr«d^t:aa!'d 
namhar WESh^r: a tvy^ialy-ioar (54? fx^ar parked. Saah 
aoadi^J ion rn^^^y ba asafu i f or . axaalp^^s ^ in dataating f taad- : 
aiant usa of a aio:en of^Klst oatd. Whc-n a tfaf^isaciion 
ihf oshold nua^bar ie -usadaa a paramater.lor piocasssag: 
a: cmcM oard :tra:naaa^:;;on, 1;ha traasaotion ooanjor fsaid 
307 ^nc^orns^atad by t tona): svar^^ ^:^ms^ :a. aradsi osad 
traasaatioa sa. prooass^ad.. Tb?s tranasioiion coanterfsaid 
307 ;s f^aat to ''0" attor tha prodatera^mad poriod {B..g., 
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£^4 hoars) has axp^rad. irwsil ba appre-osa^ad ihat:on^'- a 
l?mitad r:a:mbar ot raslrtcabna and:%' a^.ahorL?atk:>na are 
.:shown an.F:ia. 3 for aa^a:Ot axpiianalion, . avan taoaoh 
many othar r^-stricliona. o&vjoas tothoaa ot ordinary ski;! 
in tba ah, a-^ay be raqaastad by:Oard o\A,^aora or card, ts- 
aaorator iaakia^on in lha pro^^ifa ol FsG. 

Wr-^iarasvar £:.ar>;^ ov/riair to b'C* rxrtslxid cjf condi- 
Ikin-hraachjng cfad;- card rfansac^kxi, tne ctxamankra - 
l5<5ns addrar$;5 308 nw be aasd to sdnntlfy n ^ele- 
phone number or an eiaca'coiin mar; addreas wh^ah 
Ihe na:tl ov^iar: can hi^.:rjxiObad.- Pi^tmabt'^, Uxj c&rnma- 
n^nat.^<:5^^s. aderr^ja:^ f^a.kl. stomjs' jxsgnr nanihnf a$;aociai^ 
ad wuh .a ooraa"5onscatiiQns carrjor whichprofvidas pa^so-g. 
:aofv1oa:.oa .a.nal3on^ida: basis lo: a^>ntaat. for a?<;ampla. 
the oafd ownara Bsaoojated >'^Jih ^hO' first and the touhh 
■rcoord. .Aftamatsvely; ::a aarsonal. taSaphona- naaibar. 
each^aa a '^iOO' or a:'?00^ prafix aurnbar ?T5ay ba .i^sed 
as a rciaoh numbar for a aard.ov^^nar ^.aah ■ma.;.aard^ 
:Ovvnar a5iS^X:;al<sd wsih ^aaoad aad lhad. mcom. 
■iihowa la.^ R<3;. 3". ,As..arv&^har. aJtarnativo. an ^i[anta:;ai& 
a^j^tis aiCid;rass^ i^'^ay ha a^^sd vvhinh. i^n vaaoas ^flaatfass^^a 
emhodsmania, fnay be allher an sxjda^^&^nlo w^-doh a 
vanhonai alnctronte . maii: nsay ba .^ionl or an nianaoaia. 
addraas lot ;j&a in othar TOftna at ataDtroala ajgaasing 
sacp as, jor ex^^a^pla. a di- eel ra*?saage cmiman^^^al^d 
to.tha corr^pat^f scf^sen of a::log^^ed-on nser or an inier^ 
■aetive ai^rol ronio iv^^5^vtf:ay aormjunsoalion . rn^johan is^m 
{£?;^.,:a."ohat^ or ha^k" progmrr^). 

Asso ^neludad \n tho prolrlo of FrO, 3 1$ m-m^m^ 
■crads^ threaPoiid slold :3C'9 and novanavvar-ta^iaaaohofi 
taaahok:j tk^ki C>10. Tho$o tialda idaat^fy raapaotsva^y: 
fhe axi>:jniarr. amoanr of cfadij: tha; cari ha appa>vad, 
■a.ad jhe fnaximam narabsr o?^ pen-niasibia :transantk)n$s 
within a given .pofkxl of .ame, M?an ^tja.caj-d ovynoraaa- 
nc4 ba n^aci-iad by lha ccnananscatiofv'^ ay?>ten't of FIG 
1 : Wh«a tha card owaor doas; not yyjah anyiransant^ong 
io Pa aalhoh^ad vs^tjon ho or aha' aannor bo naaahad; 
iben thoijo sioids arc yoltonsaE^; 

When tha ao^i asaooiated with tha aornrnorofa! 
h-ansaat;iohae' ohargbd to a deba card, aa oppoaad' to :a 
■cj-adii oard,.on^y tha aard-.ho^dar's na?ne iiaid 301 , tbo^ 
eard at; rnbar f ^ald '302 and th a; aorhmnalaatbne addrea^- 
IsaSd 30e. am of pa rtio alar ralevanca-ajnca tha rs^q^i^at^ 
tor appfo^^ai ja tnitisdad by tha merchant and tha conv 
rnarc:!S[ tiHosaolioh ia not ooa^p^etad'^^^ 
hosds^r ;:annol hi> ji:;aahad. 

Baterhng bsiok.lo F^iQ:. tv ^han a taitasjactioa m^ 
:-q3X:al moaas^ge: arich i^ta iha go^j I ilia strata din F?G. 2, 
raoe^vod: by va^^dahon databaaa 106. the ialtar aaae a; 
tha :lafenT3atsdn: taat5.idf5ti sn th^^a jnaasaga, and h)aha rC-^ 
taavad pioiim a^;$^oojaaxJ wab the carcJ nanjbar ;n ;hal 
raasaage to datarnBna wbelher at k^acl orva card owaar 
praanjpciead oorvditjon has beoa braachad {or a card 
ovaier pra-definad thra^hoid has bean axce^'Sdod} If so, 
¥a§idahon. databaaa TOS fetch as tna oomr^^^Jn3oations 
adOfo^a or lha orsda oa^d ownar and any o^har appro- 
prja^a snformatson to forraat an aaihoh^ation raquaaf 
aad/or a^ert maasago that sa transmuted to the osta;; own- 
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■er. One :such me^ssaga iskisti-ated" 3:n FIG. 4 which 
shov.-^ a card hol-de: -^s is^std 401 ; b .dispf^^y tjeid ^^02 
a. il^^Jd 403 that populated by an ^f>try the Mos^ 
ii^i'^isirati^dtn FIQ. 5. The catd hoidar^^nam^Sr populated 
by 1h0 tiama ihsil is sntJ^adad iri tha pra^sSe ra^davstii 
va^idatiQa dat;abaa^- .1 m. Fsald 402 a displav ti&ki that 
;:iiv^:5:ys CGf^tains the two woKis '=Omdil C;:ifd;=- ^laiid 40S 
i?^ populal^Jd by one of Jh^J -:5rur^ei>. iha tabSe of F^O.. 5. 

501, 602: and 50^3 repri^s^^ming di^Je^^^nt ^>€CifOCJS :Gf 
thm(^:: d^f^f^^nt msssst^^js. Each .er!:i?y j^i c^i^^pj^s^sfi: 
msiiniy tif dis^pJ^i^^^ fn:^orm^iii:pri a.nd cjf>sr^i^;ki thaiia.popii- 
,i,fiiied. ba?;:^?d on ths^ pa.rt.ic:=ji;:ir ^;ondi^3a^^ that.ha?^ c>aer7 
.or^^^^;h5?d-.or th<s' sp^acifb mrs^hoid; that ha^ 3:iae:n ax- 
c^^adad. for axamp^^:, whan, .tha ^aqu^^ted cradJ^ 
amount-far ma t^B^^eaG1?a^■■:axc0ad$■:^h^^;charging nms^ 
pf^,rs^^^6:ciad..by the c^^rd os^'aee fsaki 606 :Wi!f. da p<:^py- 
iaiad \iw dsffaranca datwaenih^-jr^axstT^urrra^^argin^ 
amoant and' lha caqaeaM cr^idjt: aitmuat SsjTijlaiiiy; 
vvhaAva^i:d:^5t!0a ofsicardaunU^a;' jar alrarii-actjaj^m^Lik^ 
asia:^^idhe m^^s^hTsUra aumbar :ct tfSins^iatiioas par fey 
■pra.-aaSea^^;d by ■ih^^ card:^>vyaa^;k>:bara^<aat;d^;^^ ■i:3'n&:C:an:- 
ii^at. Of ^ha-JrsrE-fS?iatk:^EVaot^atar Mki sii. j-novad jaio.lfasd 
aoa. L;k<Eavia0, whs^a th$> card haJdar attampts^ iocmxge 
1o a aradila;^ifd aust^bar d^^^ a>jpaasa^ roial^d to tha par^ 
ahaae of im mm from aommafCiSii asU?fcsiahrT^a!i| thai 
ia a£sooi:::iad v^Hh a prohsbHsd maF-chant coda, lhatao-Se 
i;s traasiated tc^ oaa of tha ^^siads^^^ha-^^at typ^i antd^s^, 
showa ifi Ida u^bis c4 FIG. 6.. That iabk;&.correiatea aaah 
^r^archa^1^ ac<-^:s lo as. pasi ocular Sypa O: oomrrjarcsaj e^t^tb- 
i;sshmanl. For ^xaj^apie. aypatdai:i;cai .maf^chaal aods?. 
1234- ;s a^5soat;:aad wfth [squar aroi<i>a. ^u\e -fKaihoa^ 
mofchani cdda 4567 fmppad to hoiaSfe ^:^ad aiotab. 
Thas, oaca a raarahaaJ aoda iato;:^ comxri^^ci^^ asitah- 
i^^-^^a-Eeal typ^^ t\Bx ^tntry is ^i^nply ccpia-a field 

By popuidting rtef:l4a3o! FIG. ,4 vv3ih qjk? af vh^r. an- 
tfia^diVFia. a.: a aon'ipi[a:la piasacig^? isi loanu.iat^^d 
tfadsiftii-aaion ^la tha a?;ifd owaaj-.- Ta^^rs-aflar, ■v^aisdcstion 
<idtdbj^aa: 106 .ratrsavsis Ida cajTijTJxin^tijatioaj^.addraas sp. 
tha :prQ?iia ia. ^and: Jo^ tda :aafd owa^?r th^^ ai^jss^^ge: s^la^^- 
t^ralad v^a.aajdk^aulornaaadE.aiing anil saJ$-at$.d 

ImraADU 110^1 taADU UO^fs Tna kaltar am j^aangad 
a.) to i^niasita phona ca^tia ay dsi^^ra^^ t^(apE^&aa aua^bara 
raa^^svad troa-s validation data-b^^a^s 106 j^od, b) l:0 Dddga 
thasej caila lO .athar commua^c^asoa^^ dcsvlai^aajpoa :d;5- 
t^^aaf^g a fa<Kjbaak ssc^nai Ironi the a;sal ov^::nar ACMJ 
1 iiQ-h ?o 11G-^N ara: aS5^o dassgned to tefrasnsle ths.ar.il{ if 
aolacsdback signed m ;fac:a;v^d aUar a p^adait^rfr^fnad pa- 

If tha oorna^ijniaalEaaa addr^iaa ;a: a paa^oaarteaa^ 
phona. nan^be?; sijoh .^^a a ''500' of '"70(T prm^ mmbQ^ 
ishov^n, for axarnpla, '^he ih^Td racord of F-O.. than 
.daiadasa:1Q6. u-aasmits tha::massa9a ^ifeatratedJn. FjQ.. 
4.to ^ataraativa ^^^c■^^ Raspoas^^i Syatam (sVBS) 1^5 ba- 
fam aaadirig tha ca^^^manication^^ siddreaa af tha asifd 
ownartoan id?&:ADy..ypon raceEV:i:n;9thaaumba:rdj;^i3:a^^ 
dy . ADU IIG- V fer- axsaripsa, a^ma^uajcahQaa aet^ah 



h02 traasiatas tha '600' or "700^ prafsx jalephoaa 
number lo a Plain Old Taiaphone Sarviae ri^-^CfS; taia^ 
pho^na number atwhich tha eardovvnarca^ibs reachad. 
Whan ADU tlQ-A detects a fdadbaak aignai lfom ihe 

i'" cardo^^/nar; it andp^^a lha al^l^! (vif^i lina 1 40) to lattaBCtsva 
Voics? Ra&pana=s Sy$.larn (iVRSIi 12S ihsa; del j vara tht? 
ma^j^age FsG, 4 ia aiidjo loim to th€ card owner at 
Issiaphorva a:5t 145. fof exarapia. SpaotficaiSy. NBS 125 
is a pftxiasisor that a;<acad^sa laxMo- spaaah jsvathasis 
pnoca^nnaad ^nalraatbns daasgaad to aaa ASCI! inpijt.. 
auch as ons <il th*^ a>aasr^ip^^js si-a>i:Vn in FIG 4, to pan- 
af.;^Ja.^iTjaad a^oad^^ajdio fandltion. of ih^a ASCII mpai 
n a jTiaahia?^ syathaskad vote. ^VRS 125 sa ;;ir- 
aaagad la praa^pt aoaTd owasrto pravida ^iorna input to 
■approve,o?"c^3tJappfav^5 a. p;^a?;icvuMsrtr^aaafs^^ Pox 
■.ampl^y aoard :owa0r-may . b^ypronipied to '^^nt^f b ''1 ha*^ 
.a ta^^^phana djalpad ta app::W£i a tmn^^^ or a 'S' 
on tha diaspad to djastppi^wadh^- ^;-^^nsaatiion,. A^so in- 
cki^Sm I VR.8- 1 m is- ^^■mmm. im-mm^d lotouch^ona 

^ conimanda tfom."a;oalJsf . ta p^itdiica^ar, rVBS 1.25 a^a^- 
.a^:ngaOto1ran$j{ata lha OuaS Ibao fvKiSij-Fraqa^^aay (DT^' 
^F) $^a^nal roofisvad hoaj ti-ia i:a:;xi tjwnar to a jT^achina- 
■faai:iab;ia f&fO-iai aijctv st^^: ASG;], m^a ^a cacogaj^Sidla by: 
valida?:oa d>atSibs^£^e 106. Afiea'^ativaly. I VRS 125 a-tay 

^ fncjuda word rof^ognaian anftths^a; la aav;a^god to oa^pal 
digitally faaordad wofds, as^ioh aa tha a^^roaagv^a ja FIG, 
:5, to:pean^pba^card :om^arfor pafl;iau!ar iofora^atioa thar 
i§ convahad to ASC^^ toaTvat for .daJK''^t:ry to ya;i^datioa 
"databasa Fuhbeamfa. h ordar inaars thatdho 

so pardon approving ihe tranaaci^on Ja tho aard owae-r, aa 
■^oppoasd to- aa 5a-:pO:SJoh J'v^RS 125 n^siy ^:i^> i^^ctada a 
npi^BkB^- imogfiinon mil ^h.at akia;ia tarapSaJaa <>! pra- 
raaoaiad dKjj^Jzed voioa me^sqe^ of Ida: card ox^^^'sar 
lhatara aoa-tparad to any inpti^: raaaivad jroni Iha caisad 

-i?^? p^iity to aarJify thai t^ia 'Vaj:d' card ox^-^iar ja ■•ha paraon 
anpr«5ving Ida tiraaaaot^o;-^.. 

It iha aornmanioadons addra&a b a paging, taia- 
■phono aufndan than ono of t^a ADUa 110-1 to'1lD-N 
diais ^ba paging toJapa<:>nan i>rn Par do laaiaA^s a oal; lo 

4^: ■ lhat paga>g. tasophona a amaar, lor tha pdrpoaa: of do^jv-. 
■■ad-n9-ono:ortha maa^agas- ol FiO: .. 4:to pagar davioa- 13a 
■c^:lh^ ^^rd owa^a. Tha aaJl ta foutad ovar oarnfaonic^^ 
■tsons nafwo:rJ<.1d2 'vvhich usas ona..o( tm dea^odaiators 
•i^KM to^ ic h-anatoars tha mo^ijv^rd masaaga into 

4^ pj'Qpar: 3;it^na%^g; torfoat tor d^jJtv'ory lo pagian syat^ja^ 
aistvvork It1 v^^h^ob rm^ bs>, lof ^xan^pi^h aataiiUa 
aas:ed riatsonwkii.^ pa-cpfK^ ijarvi;xj natwork. A5tafr'!ativa5y: 
p^^igin-g ayjstam noiv^^oek 11 r may bo oai^a lar aofaniaa^i- 
aationa natwark or Paraana: GofTidTap!aal:lona Sa^vta- 
iPC&} notvv'ork, Pa.glJKj ayatan-i ^aa^«:;^^^: 11 1 inaJudaa^ 
a baaa atasjon (aoi ahown) ihal njoasvas lha dsaiad 
nambar ;^dong wjjh tbaTnaaaagaoj F^^ 5. Tba:ba;sa al^^i- 
tbn ibon idoad;naa: a. parlJcysar fraqaoncy^ aaaoc^^at^d 
wi^b that paging jaiophona aumbar to aada:tda facoivad. 
maasaga ae a sadas ot puSsaa rapraaaniad by a oardar 
that m modasatad oa that ffaqfj^ nay to;r d^slivairy to pagar 
1 35 Iha l=:ittar aoavarta tha pabas into sofiaa o^ bytoa 
rapfosantjag tha a^aaaaga FeO. 5 Tharaa^taf. paga^ 
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105 emits a bud be^p to signal th^^ : card ow^i^?? of an 
incoming mgssa:ge. AMrm^j^ei^: P^^^ 1 S5 eouJd bt^ a 
vibfatsng .pag^r yvhsch: ©flanlsy a?srte tns card ov>;n«r .0f: 
the ^^c^5mirig m^ssa^^e Ihffsugi'^ a V;i:5ratjon ssgna^ gen- 
erated Ihsi'tjsn k\ m^kmBBio tns:;mceplK?n ora me&-. 
sage: 

When th>:5 !nc-:xnjn9 fTse^s^aj^e ^j ;;d>3?1 ^jgn^Til t'onT 
va^id^ilton dslabas^e 1 0S, page- r 135 can beany oomrm^f- 

paging cfevEc??., stich ar^ Vnem^k.&m;i^\im<s: Jrom Motsk?- 
T$;bc;ommun-!:cations .T©ohn s?f Jao:k^5on.. M^^i- 

piova^cijsapprf^ya^ messag^^; by :^int^r?ng: a: pre-c^^f^in^isi' 
^;od^^.i^ ^:h8lwo-w^^y pager: The pr^-d#n^c?cos:f^ ie:th^n 
tranamUl:ed to validation database 1 0B" vsa . paging aye^ 
■tejn n^ilwofk,..111 . 1'be pf^e-da^^nad c<:^:j^> ^is raa<?fv'ad;by 

iji^aes; tha ssgaa^S: a^^aoci:^^^^^d Wi^hlha racaived •::ode io^ 
pra?tantalis:.cE^io. va■i:i:d^^!so^:: d;=aaba^5e lOci. Anv>rn^aw^^^y.. 
,psi.f^er 1:35 .msty .ba ^ om^^B:^ pagar Ihia ^r^ase, :if en 
appfoval/diaapproviris t-a^pcnae ia f?o-q^,ia:;>tad by vsilida- 
iloa daa5.bas^a 1C€. the c:a:'d own^^r aw/ ccjTjrrian^caie 
an a:ppro\^a:^/disappf-oV;:t^ ma;?sa;ge to midaXiorx daia- 

mrrmrm tsijaphona. tor ^ <s?^amp^e:. 

f a. 7 Isi'lowa a t how dia.^^!-:tfn )n ;;5Ci;<a^;ianaa 'wltn cjsf - 
ta^n fi;fustrattVB embod^rnf^a^rsi tha pf-?sem in:V«ai>on 
CHjtliafn^j pA-?9a^:ia^rf>:Ki En;5tBjcU';>r:a a-xac.!.a<?d by dssf^^a^fa 
ei'^jrf ;i^rst;5 o: : f;ha <^G;na>j.ffBc:aiJor::-> ^yal^isaTol FiG.., '\ i:o re-: 
caiv?^ an apprcvai frof-f^ a crisdii aafd ovvnaj -foi:; ct io al^sa 
ss. orad^t card oyenar of,, a credit card tmnajrioison iptljated: 
.by a cajd nosd0r. Tha p?Dca^-s shov^n jn 7 j.? jn^tiated 
inevs^pTOrv^hen v^iSidalbn.daSabac?e. ^ OS moaivea a val- 
idation, ^"^^c[^.^eat .for a :CJ"edit ,aafd..:nun"!bat Aa mentioned 
abova,:1be .raqu^seilor app^"ova^ may -ba raeaiiv^ed ia th-a 
foj m of a dafa aieeaage, sacb as. lha one sljo^trated sn 
RG. 2. Upon raoesving-thecj^edstoai'daumbasx 
datstbaaa 106 uaas the raaesvad aradst e;^rd ;:^iartDef as 
a. aearcb k^^y -m a?tampfta raM«5va a p;^j|}fe ka ^ha 
aradjJ n^a-abef; il r^apf^c^jse ia :av>^d§ab[a an in;^ vasi- 
.daaoa cfeiabaBe J&!- .the: ef?S:dit .aHta:i! naj-r^bep as^ date:; - 
n-iia?xi Vrs ?$tap 7G2, v;ai;^da,tion dsa^^^b^si^^a mum^ an 'an- 
aaihorszadtmaassoi;OR' meas;:^9«.to card readaMOrvta 
oofnn-ii.;;:^iaationa neiwork 102. W^^^?a vaSkiaticn daJa- 
b^sa^ 1 06 ia absa o :a5tn^va a p?^ili:b for th^? card n :.anbf?.r . 
iha pmfEsB analyzed ?n aif^p 704 to da^am^sna v^^ath^jr 
lha raqa^^aied crfKJfi arnount or ihe typ<5 ot tTama<^i\on, 
for ^^Kample, Mggef s any alariing or r aqu<5ei ;of approva[ 
conditions Ai ao.eacb conditions a:rs •trjg9:ered> vai Idatibn 
disiabase 1QB proas ade wElh the ar&^idai^ion proeaa;s sn ^^t 
convantioaasfmnner. Qtberwi^s^a.. a^ea TC>B: wisdatsoa 
database t06 aecanaina wbathar ibe card oM?aer m onty 



to bo ajojtad s'i^ben tha pro-da^soad cond^lba encoun- 
tered; SO; vaudation dataioaea 106 ra^riavaa froa^ the 
pm^isa me aafd ownar's cof-nmeniaaiidna addreea to 
^s^taab the aJedsng meeaac^a :e aant. aa jndjaated in slep 
-TO?.. Th^sraeJter. vaiideti^n dataa,aea 106 proceada with 
tha' validation proaaea m a. can^antioiia^ mann.a=: 

Whian tb<? pjofiia rajriav^^d' l:>y vaiidajion daiabai^c 

■ 106 jn:di?5a^?^s :ihar:jbc caKla^yi^ni^r ia io-appf a^^a tba cm^ 
nas'd aaa.'iaclfon {sucr-i a:^; in*^^ ona rcqua!>tad by iba card 

? ^> hosder) varida? :oa daiabaaa 1 D6if orray^a^^a a raqaa^^t for 
alppr^:!va3 rae^^aaga (uaing =^;ppa:i^:a:i^^a?^ anUiaa in FtG. 4 
.and F:!.Q: 5} .Jor tranamitsaion' tQ thB card owdc>: aa iindr^ 
a;:Uad jn eiap 708 Aa fTionlJonad above, tba Brsqueat tor 
approval meaaag^ may be de!iva?ad in tha ioraio' a tar- 
" apboaa ca^l or a pa^5^s>9 n^eas:age- Af^r .tba .p'anea>;.$eion 
ob-.;he. massage, vaiiidatio^n'-da^abaae waiis for a. ra- 
■aponee fromtha <5ard :Qw^iar... Wban validation, da^abaa^^ 
de^arJT^ ^ir^ae., in;atep:?09, thaS no msponae se fonhcom^in'g 
attarapra-dsfids-d psnod of tlma: baa ?sMairad, va?sdat:ion 

^ database : 1 0S. . \a atap 711 , . aaaeaassr :-5:¥n55tber Iba. re^ 
:qaaat«d criE^dit i^rnoanJ axca^:'ds.;'tina. .na"anaws^.r-<:'re<IH- 
■ibraj^bo^d. mdk^am^ mrlm. ih^:: .nO"a:naw=5.ner*Klit 
■tbrosbo^d' iaa.fs:aEd: in m.a p^tttiSa for;i card namb&f v^hicb 
atDfae ihs ma^mim amount -0? cred;i tb.al can bf^. ap- 
provf5d 3or a ca&d}^ card a-ansacaon wi^ian ihe orm^l ca fd 
owner aarjnot b>'? reaos-vad by tbi? oornniunicaNone sye- 
lajn 1 . j ! the raqasseiad cr^^dii ajvio^.iar ax^ca^sda 

itm no-an^war^cf^dsi i;hra$Lbo?d, a:5i de^'5^T:in^:d la at^ep 
71:, men vaiEdatior: dMaba.se ^OS rat:ernean ^inauthor^ 

# imd imm^ctim ' measage io card raade r ICI , It the r^- 
cia^eeiad .a? adit amoantdoea- not: exaead the no-ainawer- 
t:rad;i trmBhaki: the coraant oi lh<^ frarsaaclkTt coantar 
l^ak) ixi tba proftic ^fvcoraparad a>the; rso-ansss'^'a r -trains- 
■;^tcak:l^rthra^$:hoid■^o det^fniiinc v^?^^^^ 
bean a:<o<M5ded r? so, vaiida'Jon daiabaac 10B reii.an?; 
an ^f^va:ild card njaseaga locarci reader 1 01 , a?-^ indiDa^ad 
jn cjj^p- 70S. iif nasthar of lha no-anawerahfasboidy has 
^bean-^^?rca^sdadrvaridatbn daiaba&e 1 05 cojT^pie^as tbe 
va^kiabc-n proaeea in a aonventtonai rrtannar. aa indiaai ■ 

4a: ■ad.5n.emp 70:3:. 

Whan va;:idationdatabaaa 106 i^ealyeaa ras^pobae^ 
Ironi ^he card ownar.'v^^Hb^n a pre-dafinad persc^d of bma. 

■ a:5datermined: ir^ ^^ap 709, : val sdsaion database 1 06. thon: 
^aasaasea vvbethar rsapanea :!ndjaatas ■approvat at 

4a b^ansaatkin by.thacardownen it:.$^o, validation data^ 
t>asso coa^pk5taatba vasidatbn proae>$ia in SiConvantii>nai 
manner, a^^ ir xiiaaiad in alep 705. . Opia>nal5y . the . eaid^' 
bDidar may tja rapuiredlo provide a a?^cf«^ c^xia ^bat 
n-^alchea a. siaatar aod:e--inaiaded In ^be reepons.e re- 

^ . ca!v:ed ffora: Iba najd: ow^^ar b*?fera ^ha rranaacJior^ :la &xi- 
tbori:^cd,. b- a ds^;apprcv^ai: fa^ponse ;a raneivcd trom tba 
card o^i^^^ner. .v^aiidatfor^ dajaba5;:e re^aa^s an: "*Linaw- 
moa^ ed aana^Oijorf message to oard rv^ader 1 0 b 

RG. 8: sa a.f;oi,v aba-rboatlining rnstf^JCUona par^ 
tombed, by the elamania of tba l^iaat arrive. aoa^munica^ 
t^onesysten^orFsG. = tovasidateadebitaafdtranaRiobon 
In acco'Xiajnae. wsth a firsb.j];feat.a5tiya.ambod:lmantof tbe 
pretasni ^nvanbkon.. Tbe pr>^case depicted ^n flG- 8 in^ 



14 



i■ita^^5d step SOI ^.vhsn v?:<^i.d;si.ibn c^suafeas^s -106 r^^^ 
cejve^i debflcard number and a p^i^sword ar^J^smd by 
55-. mino? cmd hokler..- Va^^datjon xiaiabass 106 launcshs^s. 
a {^usry ;Dn its s^ora^g© devscj^s to d&fermina. stsp^802,: 

numbt^T. if no proJlla ioi^nd, vsi^idstion datab^ise 106 
tmfB>niilJ5 an "iin$i5.uhon:.?ed i!an;ss^-j:t^ot's* m^^si.a.ge to 
carc^ ras:d^$r 101. as ;nd?ca^^cJ st^p eOO. Upo?^ f^?iii^^y- 
irvg a pfofsle fof =he card fx^mbs^f, vaiklation rf^ilabasa 

rlGl 4. lor tr;^iasrn:sas;:GO \o tr^^ csud c?.vv?-i.f:r. . 
validalkin/databaat^: IQB wait^ a p!-o-d<Ettinesd afriour^j. oi 
tk^^ to. :d$::t^5fmEn<5; wbs^tb^f: a rasipon^;:© fe^aiiv^jd/f rom 
tha G^rd ownsa ^Mh:^: pf"^-d^?finad amount Uma axpsr^^s^ 
:oator?^ a m^pof^ae. .r^^c^i^ad Irom ^1"5:a ci^^rd owna?; v<^^ 
i:dat?on da^ab?i$^:iO6.r0tum^j:ari ''un^iuihon.^^id tfaj-seac- 

803; When a raspD?iaa indscativ^i ct tha ca:rd ownar^ ap- 
;a!■o^;■ala^■ tna Iranaa^^tion js^^Taca^v^jd frar^] the cmciomm: 
as; d&£an>^snad iaatspOOS, v;^dstii=itjandf^iJabas^; 106 pio^ 
c<sads vyllht^iO valkfeik:^! p!^<K:s^s^j>ia acoE'tvaf^ikinaj i^'^af:^- 
a^^;; m i^nM^i^dm a07. K tha <::ard ovva^^r sa?>d=5 
atassvaj^t: diaappravirig ihe dabii card ijSin?$ai^^soa. vai^^ 
■daiJOfi dajabas^^ 106 ^aada aa ^aaau^bo^;i2■fi^:^ Iraasi^c- 
ifea'' ^riassacja to card isj^uoj^ 101. aa indic^ii^id $itap 
SOS, 

Vf^r^t;oR. lha authoru'atbn of a tfan^^aclion may nead to 
be; approv^sd by mom ihaa ana o-ariy:: For oxamp:a Jt tha: 
ch^ircja acaoani a coEporata acooanl and ihe amount 
d ^b0.c:na^g^e :S§ ::0V'^ra osfi^5in pmdoftnod mr^ahoks,: 
raay ba faciuiaxJ mat t^.vo aathod;a?d parUaei /ac,'., cor- 
porate^ oxeou;Eva$^;^ app^'ove ^he kim^a^:^^ Ihm an^si- 
■Qgffios, 1o;- exampla, to lb?: ^;o:■a^T^o^1 faqs^sfaraarii' tbal 
carpofata c:hackj> ovar a caru^dn ;:ia-K;ur=i fa=,p\, $r,OC<;j 
i:rioluda:iwa au^hoJJzed- signatu^^s to be Bknmy. 
n ^i^ -txm^Bmlk>r\ iavD^va^. far exarnp^b. the d^sipanssna 
^■Qf niadicaiioria a boaptM .(^aa ba^ow): it .misy da' de- 
stfadk? ibat bom the patiam's dactor and tha hospital's 
pharmacist approve Ibo traatm^aat. Ia th.asd:aaaas,-3tap 
■e06 ot Fs G ,. B f aatjas^d Ixj da^tar^niha whathar a^l p::tit^^^a 
wbicb ara t^Kiutr.t^d io.approv^< ^h-^i- traas^^at^or^ bs^va dont^ 
;ao. 

FIG.. 9:"5Jhavva.a fSo\?^c:baft al a o:radtt aaalpyfOhas^?^ 
j:raa5;actk::a to vvbfoh ca-ftaio SStaai:ratiV;5 e?Tsbadjmonts at 
(ba prs.aan:t ^m-^mon mm advaalagaausSy be appNad.:. 
Thatmasactjoa ^a.^a^^^a^ad by .a aafdbak^ar^'^^?.,- tha cus- 
tomaO vybo i:rvaia;a^a a rs-iatlar to obarga a. pufaha^se- 
a^9!vaa ctBdh a<5rd oc:c:oant (stfsp 11), Tbia tnatajctio^^ 
u^ua^fy. Jakes 'be iotm o-f providing a credit: card or a 
:oradsbaafd.aum:bar ta the rai:KE.iio.r Th^S:transaat!an: rr^ay 
Gocur wj^h.-th^ aastomof and tha jota^ler co-presarn: and 
i.n faabtErna: wtdia fha au^tornat- i> ■^^■a'itiag, this^ cs^ea, 
^b^j t^^x^^^a^T^^)a "a-slh vvhsab tha authoj1?,at!Ot^ piocm^ }^ 
■comp'Eaiad- is-a?a^iriy of grosit smpoaaaaa, s^nca-tba ras- 



evant parilas .ara .siyva^tsng suah author £^3to>: bafara 
ifmy may p? ocaed witb olhar andaavors:. (Far axamptev 
tbay aa^y ba vva?l!;ng: so ibat tha feiaikfr raay hand ovar 
tba goods k>tha castca^aror provida a^&arvlaa t^^^fatod 
Tbua. the aommar! jcatbn " fe..tbe austeraer: sad a. carm- 
matiQn.or daasa^otau^borj^aLi;ortby:th.a:Oastomar.ahou:d 
acjvanlapacy^s^/ oo:::af qasckJy.. For raasoa, tba a?$€- 
a^ ta?o- way pa^ara so pral e ■ rad tor tdb lypa af appliaaiion 
ot the pr?nc;pala a! lha preai^nl tav^nboa. 
^ frr aUarasit jva .applia^siiaaa, the aualomer a^;=iy bava 
iriajr^-atcsd ma fo^asJaf for aa agaatoltha ra^ailaf) iripni- 
aan ar Via aam« oaraaianscation. rasiabsiassai /0:i^:.-a 
phones; mali, feaaims^la or alaojronfc. aiasi) at a tima p^ior 
■to. the lattMon of tha Jiraaeaato;.. :Sac:b J.ns5iaict^qns. 
mic^ht oavar an imm-^diate ona-bma pu^rabasa, Bl^iti^m 
■perabasa {'a.^?,, tha gaodaor .ae^vseavmay aa^ bsjarrima- 
:d5ata|y.ava3:S:abi:a):or <^s^^^1e$■of pu^aba3&s^ oocur ov^er 
a pebod ot tstao- In cBBm.^imh aB\hem wh^rolte.c^ts- 
toaiar aad: tba. . rataiii^a ■ or a ..rsol .co:-pfi&aarit. tbo. paftiOS;. 

^ raaai typiaaiEy do aDiT^?Ci:L^U-a tha aat;horii^aJiO)-t.to ba 

piatad bafafa they a^ay pi^joa^iO whb athm' af^daavora. 
Tba^ it a^ay ba: acaapiabja m lbaj=:e aa^as^s thai the ■ 
■thaa7at3:aa:pT^:^;afie. bp coapleiad <:jva^ a iaatjar peri^^O 
oJ tsma Uicn aa„ Tor a>:aa^p{it5,; savoira? hoars^ or ov-ea a 
day Jr^ tS"!asa r^aaas, iberelc-.'a, ot^af ^ase rrarncdjaia 
.toaimeaicarions t-aacbaniaa^L^ FV:ay ba uaad, .-secb .a;? 
■tbaea proviidad by aonventJon^ilteJaphon^iia, a-malb of, 
sarae asTCi'f^^staavSJS, t^v^?^ pbyslc^a? n"^ai^v 
In any aveat, iba. rataj^o?*% iypjcat rasponse to aach 

^0 mmucMm^ lB '^ a^^aai a ttanajictiaa ptaoassiag caaiar 
(or a natwork ot .sucb caaiaa^) a^lTich rs as-s-a^^atad ^^:'bJi 
fba aradtt cafO' mr^^mprovlmi^ym a paftic:aSar ci.^alam- 
;ac (idamiisad by b^s orbar orad^st-card namt5af) ^r^^iahea io 
"ptaaha^ia aexri^^j or :^^avk:ae.a^a.■pa;:1^■^ak^r vaioa... Thu&, 
' Iba. reiaiier raqaastts art. aait^arsz^=iiian lac tha'.aharaa "^roa: 
lha Lran:^actfon paact^^Jsirsg aanter (:gtap 12). T>'piaai^y. 
tbie faqae^najnii:iated.by.?^vy:iprri§lbacredi^^ 
an aaloa^ituad card r^adat (aach aa card r^<:idar 101 af 
Tm. 1) v^htch r eade tha rrmgneua atripa on tn^5 credit 

4i>: .aatd,: diai^ IbP trat^^actbn prooe^siag aentaa aoada tha 
TelavantdnformatbnthoratQ.;and ■reoaiva;s.a:ithar.-aa au-: 
:tbob^at?Qn cod^J Of a denia^i 3n ra$pan$a ^hereb'om. Tha 
tatormatio!^ tranamittaa- to Ida .tJrJtnar^ctiar^ proaas&tni^- 
caat?5f typiaaiiy !ac:!t^d.^ia liha cradil card aamhaf; thO' 
afT^Oi-int aUhacontarap^ats^OpambasO; aad tb^j j^atati^ir^a 
,^<tora kis^niirical^aa cad^i a?.<?,. casd num:bar 201 ^ 
■qaeaJad . credit aa^ouat:^G2, aad asafabaaJ c-cjda ;?03;ol 

■ !-a&pact3Vafy5 Tha a^tafer then vvaits^ ?or.aa au-- 
tbaazaibn ^mm thatranaacibn pj-oaaa^iing aaniar whieb 

so fapjaaahis that trio ehaiga i::r^darwr;:laa p;a.;. Ja-: 

s^arad) by Iba cmM c^ard ::^e?vk:a p?-ovidar Tbie aa^bort- 
,i^atica is typtca^^y sant la tha ra taster in the tof-m abaa: 
authafii^a^ia'^ coda wh^ch tdaniifies tha iran^actbn and 

■ can thaf aby be aa^sd. io vabty thai Iba aatbobzation pf ac^ 
esa waa prapar^y adhar'^d :to by: tha ratai^ar Oaa ^^030^^ 
raasoa lor disaeL aa1ha aib^r band, s^ lbsT dia balance 
DO tha 0!.i5^tom;5f 'a account baa exaaadtsd (or; lUha givoa 
pa;^;fe£ja ware, ysathod^ad avatad: axoaad): a pradotaa 
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.count., in ^O0rdanc0^w?th .mrtBm inmimih'^- mH^h- 
moms, of :p.re?s^nl: :£nv:sin!1on:, .:anoUY6r r^sason tor dssri ial 
ihe lack of nsc^jpt oraf^ appf-oprL%Ur>-ontirms$t^r>n (or 
the r^DSipt.of s;n:£^xpl^G!t de^ni^Si) by th^ cust:Omstr 

Atthe ^■ansa.c^iortp:rc>:xJse>k'i9 center, th^^^ atjJhon>:a- 

based system comp.!ieing. .f>i^era.fe ^:.databa^><s 

intofrTtBtiCE^ ^or (ii&m cr^idil card ^;.,ubsGHIx;:r (i-iis^p 
That 8 systt^m.aujomattcBiEji^ m;:ifo5s ma dec;iS:^on 

ths:^aumoriKaiio^^ -cod^ on ■d;apsay:of th^. r^t^^iis^rs- 
card 5-^^ideEV..:ihi5: ^•s^^^^i■!^5^ la .ther^lsy au;ho;1^^5d by .th^s 
:Dr«KiiJ $:a.;-d i&s^EK^r to accept the ch>i^:<^=-; fpr tht^ ,p;j!75ha:5o, 
.llHie, .^he eh:fi is^acc^ipi^Ssd-anci.the t'^n^aat^^^n ?s .ccf^> 
piek^d (j=i0p 15). on Ihsa oiher harv^ ^h^^ kan^^action i<> 
■d:ea:ed "i5y m i^ii^cikyti ^i^^oc^-m^r^g, c^inlm 

Fi G., 1 0 ehovv^: a ftow chaa, ol a.r; .a^iiomaj>$d ay.ihor'^ 
■iv^atioit pfocms v^^iiah^ may b^i ye^5<l to:-1a^pbmani:S=ia^f:;^ 
13 of ^h^^ proc^iss of FsG. 9 in aocofdanca wim a sc^cond 
HliiStraUv^ ambocismeni of tha prea^:nl invf^^niioa. The 
prociess of iO j^lusiratEV^^iy exocutad by a noav 

^ponm^iomQ^i t^a^m riXrjesi: lortriT? authoai^ailors 

tfanascjicn. The rec^ivad auihxjri^aix^n ax^;.ieal Oyp^ 
■caJly tfae:>^T;iiiei^ bv- an auiDJT^a:tad c:ard fijade^ at iha: re- 
■i:ajJ>'^if'a k?c;:^ii>ars $it^ch ae card rj^^ider 101 of PT3 1) tn- 
■cJadeL^ i?i paaicL^iar, anusiioa^ef jdenvinaf jV"ajtj<?ca^d}i 
oard. number)., and- may, . .fof axan-tp^^,. . abo . inalude tha 
.ama5j;ni^ orlti?s proposad :parchaaa and tim mmm'i>- 
siore- ■ identsitaation 'cc^die ■ ^^G^ Ba^aa -an ' tha': .c:ue- 
tamar idan^Jflen a databaaa (auc^ ae vaifdatjon data- 
base 106' O! FiO.. 1} consurLadtQ datara>lna w^iaiher 
the ir;:-n:saaion should b^? authorEi-:^^d {^laps ai and ,22). 
:For emmpla, th-s .datfi^b-a^^a^may ^noksda acooarit t:)aa. 
anafi^.ar^d■:omd^^: l\rrii{ IniOr^rMlon iad'icaang thattns ea&-. 
tom^Ji's acca^UBt ba^ana^r ss; no? permj^tad lo a^^cead .a 
givan:areda simsi:. In [such .a.cas^s. tn^j' system wi:^^ d^^t^^^ 
n-iias t^^siil U-iaJa^n$=acJkm $;hO:;Sd noi be axiihar^md it thB 
aura or.tha accoar-lbaSaaj^^ arsd tb^j araoant ^he^pur^ 
ahasa.io ba:a^4hoa^^d axoaads ine cradil Ijm^il.. In.' addh 
lifOfK^ inva^fd Of (kno^n.ta be) :ate:san: cradji aards obvi;-. 
oea^y Schoald. aoi be aafbodxad. 

n n i^.detmmla^'imm ihe analyajj^ af erap. 22 tbai 
iba parchae£5 spoyid not ba aiithonited far soma raaao.rt 
(decision 23), tho system vaSilormai a danial coda (sJap 
■24}. i!., on- tba .other -hand., -|:h-a:^ ss no baais-fer denying 
the tranaactjon; tba system wesI ^ri &ccardanea wstn ths: 
pfiriCipbs of the. pms^am snvanUan. m.;^ika an attampt 
have ^hB (tentsilsvev^tiithorixation oontlrmed by tba aaa- 



lGmar.lia pani-cusar/ and acsordanca wi^h a sacond 
13kiai:"at^\/a ambcdirrianl: tbaraob Iho ays^am wll; auto- 
:mat:ca.?^y pa;ga Ibe.caatomar .(using^ lor a)^£tmp;ia.:pa;gar 
1 3S of FIG. ^"J ), supplying to him or ber any res'avant in-^ 

^ tormatfon conoarning the pa rshasa {^tep 2S). For exam- 
pi;e. tha s^yalem migm^sappiy.tba customer witn .an 3den- 
Isty of th^:- relaiSar and/o: ■ tba -amiouat of tba pui^'::ha.5;e, im 
pfder ta anab la tha caa^:omer to mora ac:ai^f atajy ^ni$um 
jha^: the transaction jo:be aalhora:ad in fact, lha oae 
he or aba js pr^iaarUfy und^rtaida^^, or: a^temativa^y thai 
Iba Iramiaciion is^ onel^ajnv^andarlaMnbyan ageETt^ind 
:iha princ}per^(?.a...Tha ciaston^ar) appi^r^vaa iha^eot. The 
oaesorr^a^'^ pa^ar nximbar (le., iba t.a;aphona: .aarnbar. 
-wbieh JS: nsad to oommunioata w^it^ tha.:pa9-e:rVmay..lor. 
axamp^a.; ba.a^ofad.;n thadatab^^isa andassocia.tad s^/J^h 
■.^ba;aastamar'a.anaoua^■. .aa ^e anowri 1n FJO, 3. 

:OaGa .;ba :oa^tomer ha§ 'b^ian ■ pagad, tha^ aystam..of 
Iba aacond i^sitstraiive ambodimont waita iot a oor^Hrm-. 
t^o?-t tram tba.auafea^srr v>^biah may ba,$;appljad vv-itrruea 

^ ot the eastomar lir^a-vvay page; ^stap 2e) St tha aa$a 
ton-ar r^-apaadr$;\viiEb ssn sipp-^iprjate aoa?^irm^ak>a (daci- 
eion^T). sba ^syafem penefajaa, Idiraa^e and a^x^mis ?:in 
arsthoa^a^ion ar^^:ie v^bioh -ml] eaabSa lha tE^if^aapl:!Gn to 
" aa comp;Setad. . it. on- tba otbar band, tba; oaatomar doa^ 

^ aat cor^fiar^ t^u^ imnaaction (ap./ ir no raaponaa b ra- 
.:ca?vad f^om tha: cpstomar v^nhia a p:radaiafmined 
amaaabof uma), ^baaystarn sormats a dantalooda (atep 
:24). After aitaof a deroiai coda or ae aa^bora:at^on code 
has boaa foarattad, a so sanj letha fatajiar /e.g...,, to card 

^0 f.a.ada: 101 of FiG. 1) wbo orj^^naliy eaba>rh.ad trso a-^a 
tborkation ?'a:qaast (stop 29). 

-:5^> . 1 1 ^i^jo^va a f Jew ci-saf i ol an a utomatad auttK^r- 

j^atior^ proeaas whiob may be yaad to imp^amani srap 
■T3oFtba p^OGas:s: or ria.- 1 m .aaaordanca mib a lnim 
^ J3tualmt3:va anibodinienl at e praaenf ■ trsvantion.. ;c:an 
be aean tori lha ligufo. iba tliaalratt^ra preoasa oJ Fs0. 

4a: ry io teliaano thaallaslrat^va proeaas abown .in- F;,a. 
^10 axaapt iba dac^^Jon 27, whiar? datarrnsnad v^^batbar 
M^'^tefegn : -wa^ raoaswd b'om t^-^a aaatomar is ra- 
placed by daoielon :30. .wh3Ch detarm^na^. wb^stb^jr ad£;:. 
njai la rs^oa^v-ad from tba cuatomea Other ambodsmaats 

-'ir :o! the preaaal invention aiay aombioa ^hosO' sbown in 
FSa. l.D .and FsQ. If by a^c^aptfix^ a^mar a aoafamarson 
or a daeiaii tfonrtheau.s^^oraaf.ln auah aoaae: lha-d;e!aali: 
1inx;o:La) artiarian may ba ar^haf an aaaaf^-ierf.con- 
fsfmattan or an a^eumad den^aL 

FiO. 1 abows a Jlow chart o? an au-tbori^al ion pnx^- 
eaa wb ioh may bo asad to impiamah^ step 1 3 of tha pf oc^ 
.eaaof Fta. .9 In .sicaoi^anos w^th a foarth !3^aa^rai^va:em■■ 
b-od;msnt d the prsaoni snvaatiori. Thts foarth amhoot- 
mant may. advantasjaousiy. be arnpfeyed v^iian. tha. eiis- 
■tomar baa .on?y a one-way (as opposed to a two-way) 
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be"cD?^imunicat0d tndjraoUv through tha mtaiSer SpeclJ^- 
i-calsy.. ^h-e j^lui^lrative process of ri:G.. '"i S id^^n^scal to 
ihat th^ iiiustrntivs^Si-^^boci^s^^ent of FiG.. 10 ^^nd RG. 

HfTfiBlb:^ is mqus^i'Sd and mc^j\/ed: 

In- paftbuiar, s^hen ^^•^CESi>>r^ 23 de^^Hmine^^ that it i^v 
okav to <ii^]onz^ vhe ^?^m$.::id:!:Grv Ih^i ^^^m 

code and supplies ihsl code to DU^Kio^'n^rvs^} or 

er^i^^5d so aa noi to .be prf5d:Ec:l;:^bb, in m^ner. tt^^ 
■cmli^m^m cod^5 wtsi b^^ kn^Qwn onsy Jo th^5 c^j^^omsr 
(and ooi, for ■sxamps?:^, a fraudi^fent. si^^sr o? t3^e^::Ci^^- 
■tQm^:"«:-.or0diicard- nu^Jiii^ar wsiq^ nof ^npos"s^S:&*on:.ot:' 
the ■customisr's.pa^ef ): T^e oonlirmalEon oocl^smayth^n; 
.b:$5 :u^?^id to indsmcUy c0E"^firrir^ t^-^e-authon^^^^^ For 
ampj^^:, ivyham lh:$i.c':j?^5;pm:^s:!'" ^Y)^^^kk>c;3■■a.■^stc^5■-■t^>^:*^:^^5 pw- ■ 
cha-^p srt 8kjf'i;>, ti^f^ a?J$iiora:?-r raay pt'ovidt; Iha coni'ir- 
malton coda s;Upplisd by tha tmnssia^K:^^ ti^ix^Oi^^^ah^g 

fira^'itaor: jxiiii^ b;iick totha ^E:^:^^?5;i^a*^ sc^n prc<>^isiaa>c| iXini^ 
ar. iatrejr sitep msry ba padora^ad, iOf mnr^pi<^: 
use o^dha avaorn^^aad car^^ whiah ils j^if^sady sn 

Thua.: after thf^ ^^^uslra^^ve p^^:i^::^aa of FiG: IS h^ta 
■sppp^^ed thi^; confin^^ation ccx^a to tha ca^^tor^-^ar,, ?iiap 43 
vvaiJs lor a fi^spon^ssva idpal v\ihEch Incisuda^ a (return)" 
con?iE'a>?iaon ood^- -f^-^-...- ifoiT^ tha: auiojTsatad card f:a&d- 
ar J. Then: the cona?vnsition ac<>:5 wn^ch v^^a.a a:jpp.3ied tor 
the ^Ivan ■aKua$;:iat^ea sa compar$:d ihe co!T?^aTiat^■of'^ 
■coda mat m& mc:a!va:d (daalsK^^^ 44} ^jaaum ihal tha 
■castomar in racl prov:pdiaci:a pxciJpar c<a^f!.fmat;;oa at 
the ;:ar.hcd^ation., si t^^e supplied "aoaf!??rsa^:oa D:>da 
rtiaichea the r^^a^5^vad coriEa-^vation coda, me aa- 
thod>:e5^ thedranaactioa (atsp^c SS yr>d 29). ihay do not 
raafch. or irthe sys^tara fac:a^vaa.no:raapQaa:;va aoal-;;"- 
malsdn coda ^^ftai a pradetonTiiaod arr^ouat of tsm?^ haa 
c:iapsad, tha tnsnsaatioa t$ denied: {stop§ .24 and ^9). 

Fi G: 1: 3 aho^^a a f sow chart orss^cj^edit: casxi pareha^a 
anaaetlon to which .a flit h Hi uatrat^va efTibodiaieat .of tha 
praeantlavaation: a^Si^:adyantl>ig^^Gi^.aiy:&a applied.. This 
rslth efrtb^x^Efrtcnt a^jj-niniSitea .iha rased tor pedoirasa.g 
a-ujltspia coj-farsiaiteal^ons^ at iha tla>«£i ot pa?-ahe;ae, Thsit 
ia. the extra t.?j T!a:it!at ^T^ay othar wi^ae ba raqairad.to page 
ihaauaioraer end feca^ve a aoafi;rrnat(on or don^ejl Jhe 
pending aitthor^^^ati^^a- are rm needed whan this \M}m- 
iL!sa>:^|!ve arr(bodi;pf ;ent i:s ampfeyed. 

Frioj-to ^he Injtiaibn otiha traaa^^^ion i^saif , the caa- 
lomer reqiia&Js aad receK^es- a «onNf im?^o?^.<50d8 ase 
lO- a bpau: tk,ai;:iy :0:e^a^^t^c^ ;^eai5;t?ii:iuaf h l^^r^a^:vac■t^O; : i:r^Ttipi:t 
51 and 5^2). Ti^iia coafamatjon coda, whbha-aay; tot m- 
mmpl^.m. fandomty ganarafed, w^tdaa K;nown oriiy.totae 
castoraaf who laiaada to axeoate the spacifsa tfanaaa- 



1ba (B..g., make a paruc^jar pyfchase). ojv:alternat!valy 
an agant- o^ th0:ouato!-ner fi. l^ia pflncipa^). to- whom 
thaoaatomar has conia^anteat^sdlhagsvanaoatifm^^^^ 
.eode. The.apaasf^c trsinsaatioa raa^,: 1oraxam:p3e,:. he 

^" idaaiitiod baeadca !harefel^Sa^^e store ioe at: -Icatbn code 
(each sta m^ichmi oode 203 o? FSG.. 2) or other ideata 
lyir-ig indicia o\ the ajiaiiet. Than, whan, the parch^aa m 
initiated, the caeto?r:i>:5r (e? Jhe pancipar?^ infea-faxi 
agaei): provides the pravsotjsty ?"eca?ved conarrasttbn 
code to t?je a-^iai^en who. ia tajrv, p^ovidee Iha eoaJania- 
Ijoa code to the ta^;aa^^iCtjoa pa^^sasesng eaatar whieh 
pa:dorfas^ the e:.j-tomal:ed..aialhori^atkjn preaefja. (stapss 
:o3-e6}. The as,uo?T^5^ed.a^ahori^<3tion: -^y^itojT: oi^n thoe 
ase tda:.fecoiv?:d: coa^iaT^ation. ooda in .a n^^vnaar r^imiiar 
■to.thst ot tt5oTo.udh sim^tralive ^jr^dodiJTiaai aho5:^^n ia 
f i:0, for ptJrpos^J^ of ;oontlrm3a0..^^a aathoa^<3tsoa d. 
:the::tfan;$ae;fen\.. h^ote .thatsjae^^ tha .;wo-vvay .aoramani- 
cation p:roae^a of ateps 6 i ^ aad ;S£" nead not occur tn the 
tia-se toE:et Iha leaatton} a^Uhe pufeinasa bah rathef, aiay 

^ praaede:the:tfatr^aact3:ea by e:aaba^;Tial;i;^i: amoual et time, 
a wjda v;^if ieiy at coma'^an^eahoae d^^v^c^ae {■ia.;sddfhon to. 
one-way or two-W:^iy p^agefa) ra==iy adv^jnt^seaoaeiy ba 
a.sed te je.a!:zjng.tha f^fUri-^Uiatrativ'a emhed;mant: 

Fm. 1-4 %nowii a tiow chari of ar-^ ^ajtorrjaled ealhor^- 
t^ahon proeea^j which a\ey be aeed le fn-ip^err^-sat step. 
S5on:ha p?-ooeseor:F?a. 13 se accordanee wfth ^hehflh 
tSkiatrat^/a ernPod-iment of the present "in^^•sahon, .As de^ 
schbad above, upon the reaeip' oha eustome-r"e fequeaJ 
tor .Si conafmation .code io bo a§ad; ;n executtng a specif io 

m il^um irmsacim). iikisirat^va aiUhorkalion ays=em 
trjaners^tea and suppsiee a conJlrrfastson cix^a to ?ha cus- 
fe?nea la.ed^iitba to ile being auppiHed to the a^mynM^r 
hcjwevar: ti'ila ccntifrriation. ac<1e ia aB.;^c>:aatad ^^^:arti^^^ 
:aee;ernei- ideriirNca" and.Jor axetnp^ie, tha reta^!ca■ f5ls:ie 
ideatftication code, ajxj Jhi:-v date ts then^ atofad irt the 
Ir^^nsaetioa prccesajngcarr^eadatatasee te.g., v^ni^dation 
:d::aada^a rC>6oE Fro. ia tor iaief mhavei --tea ie, whan 
ihe. jdenti^iad traneMt?gn ieacfea^iy exaeuled.. ■Tht^^s;. ^^p- 
:on:.:a requaet for^aiahorlz^uon the^'g^yen- h-aasaeiioa, 

4a: jhe ilfeeaative prooase of F§ 1 4 fotrsevas the .prey iotia- 
%> euppjiad oonfirmat5or< ao-de h'om the. datfife^jo based 
■ondhe oyatomeridenisfler and tha retdiietvsJora i^iantlja 
cat;oa cede (ateas.Bt and:e2). Tdan, attar n ia detat. 
alined thai the tasasaarson should fotherwiaa) he aathoh 

4^ iim, tha : ay stairs verif^ea thai thO' cortti -mai ion oede i^e- 
ca;ved with tf^e. raqt^eat lof autEx>rszaljen fr^siti^hae t?ia 
:-ci>j'^firr-aaiion aede pmvioeaiy. sjappiied teethe eesloater 
tdaa?sk;a 6:3). ft ihay do ie !aci j-aa^ch, the aaihorii'atsoa 
rr^ay be conf^f:med (etaps:28 and 29); . 

so 

in aecordapae with a eiKth iiiustrative ambodiraer:! 
■03 the present lavandDP: a eonhrms^hoa code may be 
provided to a ocalorTtor without tha castoa'^ar making a 
spacifsc raquaei lharaifor Thta ea^bodkaenit rrsay da ad- 
vantageoualy apptico to a credit card puredas a teniae- 
■tsoa ia .a :£;ia"!i!ar a^annar t0 the titih lilaatfativa ambodn 
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ment described above, in ptHriicufe:r; the fbw chmt- 
Bho\m in flQ. -"iS n^ay ba ?:^-:EDd!l;ea by renx:v;ng siep 61 
therefrom Tbari. iiasteaa.o? ths ei^^^tom^? req!.i:SS!:ts?:'^g and 

Mm\M^d sijfe^eqijsnt tranaactbrf, th^:.Gii^tems.r (suio-: 
m^itE^^a^^y).:i:ec^^:Evs^^' a.f;ieweonisrmati:ort atl^f m<;ti irm^- 
;:iCt!Of^ and/or persodjcaisy (kg,, ^aoH.rnQir>k\^ tor u^^e 
in his Of fim next \xm^<<ctm.. By W^^mg of tJ-ji? 

givsnxonfiifmatiofi cods^ lG, for ^-iXSTimple.. a s^:ng;.$j:|:ran$t-: 
cicti^JH: -he £idvcimjjg^j> of ih^s pms^^ru jf^v^^inlior^ in pro- 

^iqli:Gn pf0c^s.stng.Gerita>- r^qyif J5C^, Thus: fcjrex^^nipJe, 
in jh^5 orth© fqy^h and mn WlKimmf^ 

Moraov^?t -ihe i.i;$a- o^^ :a cos-^ffrrnation :whk>h c^o^^^' 
i-^ot =T^a:tch' th.S: ia$-i prwio:u.sJ^'- ^uppHacI .confirmation 
■but. r^ihej; mat<;h0S orE:^ m a prmmjBAxmBact^on: 
may wa^r.fc:^1n:disat-;va-^ist f!-a.ud.. ; 

Although a. :n:ij?^i^be?vo? $ips;c^El"ki ^^mi^&cimanta oMhis 
inv^^rtJiOn hav^^' baj^^ri <ihovya ajxf de.sjCE-5bad her^iin: % 

which can be ^emm:in appJica.tjon the pi1nc:fpiee 
ihainv'entkja.Niinni^rqysancH^aaLxioi anang^mente 
can ba devis^Kl in acoofdance wilh 'Iheso pfinc^plae by 
ihos^i of ofdinafy ek^^^ thf^ ad; wiihout departing korn 
ihe $p?rii a;nd $ct^po of the invsmbn.. For example., al- 
though ihe err^bixlsfrjeaJe d^^cfihed above bave Jo- 
eused on a credit oard puj-chaea lraneastioa: it w?:; be 
obvbe^ tci thoae af ,of-di:nary aksl; sn !ha:^;^^t1^at tha prin- 
ciph?^.- of th^i projser^t ifiveabQn mav be appl^^^^d Iq a v;>da 
varied/ ot tasar^aclloa^j jnahxiing, bLtt not iimstad io. :a?ie- 
bhone caifjng aafd ixar-afi^c-liona, b^^nkiag Ifans.-'iial^oas 
i.nal5j;djn.g Ibo^^e ;.fe?ng FIN^^i. ?;^ac.k and coiTi-rsedi^y taxi- 
ing tr;nasaolton^. arvd a&ci^tra aao^is:^ a'ansactions 5!jch 
s:^ ; corapaler ^iu::case. a^::f>&^iGhona .:base^3 conpaler' 
pmmi^fi^&.. In a^ditfe/ihe^pfjhcipaieorm^ 
vealic^n mey ba epplsad 1^^ name^"oi;ie oihar type^ of se- 
cure accase ti^^ neacl^OE-^e. lieh as-, phyesaai. aaaeas. /i a,. 

hwamoiy controi: For e?i;:ampia, .an: sbtry:door to sa<?ura 
rcstom. :fa; g,,B hsap-itaPa: ?-nedEcation roorn). or to a sacura. 
tSiCii^ily a>ay be decked by an elaotronja bckin^ ay^iara 
i&.g.. carnbsnatj.OE^ kaypi^td or card access, f^nijv) wbk:h 
ia ak^ci^■an^cai^y Hakadlo.a: canb^s MiJy s;ach ^^a me 
l:raneaction proca^$;iag.:aoater.desaf:b^^d :abov^;. T|-jan, 
any altetTtp^ tcartisf tba room or-laei'nty a^^iy pa a>ade 
:aub^acli0 oonltoTiation ;n tK^aordanoa wS^^h thapnncipaje: 
the pf^eaai itnvanlbn, 
In adpJlioa.. ^alshoygh abo^^a ^;m:bcxiar!;eiT^e:. fo> 
au^^ad primarily, oa oon^maak:atson: vsa: w^r:^5:i«sa pacing 
dfSVJoee (e.g., on>3 -way or H^'o^vvay pagaas), si v^m ba ob- 
vious to ^hoae akiiied: ia the aP tha^ m«ny o1:har aornaiu- 
njasiacna macbaniams n^ay be aead instead: of ^ or m ^sid- 
ditba to., wira^esa paging davteea,. Thesa f>^eabaa^!sme 
:i;nalude, tor exaopie: ae^kjiar ^aiapbonaa, convantjanai 
Wired tei;aphonea, paraonas compui^^rS; ajo. 



Claims 

1 . An auJomatad method tor Sia!ho?ji^ lag a tr ansacijon, 
■^easd :if's5a$:.>aati<>a ba.ead.on ■a^baat^^aiaf^dent-ibar aa---- 
^ ^!.>^!;:Tiiau Tj'-^ha <.;tj::>]E:oaie!,: UiB aiOiiiOu eonipaafa;.^ 
■tha:.atepsor: 

f aoajving a lopMast lo j^^atnori^e said iraa^aa - 
ison,, sasd naqyorst inaludjay aaici atj.sjot-aaf idea- 

d*5tena;nia9, in i^se^xjas^e .ta ssed reqeasit 
m&Bd on eaid Ciistomar idaaJjtjof; ^bother to 
:aj;tborka ea^d traneaeBon;: 
n eaid. datereTiaing: stop; da^erm^aaa thai ea^d 
irana^jioi \m .sa to beiauihori^ed,: oommanioaiin^ 
ee^dda^am^inat^oo'lo eafei .oeeJofTTer: ■ 
faaelviag: a eomfriuascs^tien: torn ^ajd c:uatofT^er 
aoafiia^in^g .^ha^ sasdcuaioa^^ar ootiaenia to aaid^ 
Irarteaoban being .auihori^ad; s^rvd. 
^ aia^bojii^ing' i^a^d tr;^ossalk;a: jn fa:$jponao.to ssrEd 

vJommnraasMion reoieivad IroETs ss^t^d or^ston^ajv 

2. . An autofa^i^ad n's.eihod tor eistbofii^iiag a tniinaactjoe,,. 
aE^iid b'aneacik>ii bsiaad on a aiisra>:-aor ndantiTh^f E^ie- 
a?X'JaJ«d vvHh .a.cL!?^i>:xr5:an ibo naamod corapasing 
ihe a£epst>f;: 

reeoiving a:requaei authorise eaid traaeac- 
tion, aeid reqaae^ 3naKJd;;na:. said austomer idea ^ 

dmmmrmgy in reepoaea lo said j^eq^uaet sad 
pa^iOd on ?ja:d castom^jj- .idanllHor. wboU>eE- jo 
aj;ibof};;e aaid tranaacaon: 
eaid datarmiaing s^iap do^arm^aa;^ that ^^aiid 
-i^^^ trafK>;:icriorj ss to be ael^icji^^ad. cornraksnicaiiao 

$:asd datejTainaboa toeaid euma'sar; aind deter- 
nijasng vv^^etbar ■ q oarnmanicetioa indica^iag' 
tbai aeid irensaattqa sa nat te be aaiboraod 
faoeivod within a given aniouar^o? time :b-dm 
aaid .eustorTJor; .and 

ai^thori^iag^eaidXraaeeatioa ^ ea;d eorr^meaica-: 
tiicP: from said. ou^jorj>er ie n0i^ :reoaivad.wirhia. 

4^ s; Tnsjm^bo<iofctal:nror2wboroina:^^^^ 

meaioalini) eaki detea'nEasiion to ea^d' cualofaor 
a.>mpri;5oe trEitnajTiEibnp a3^5:na;^ reprasentattve el 
afiid deiarminsition Id a. wiiraJoea. toiaaoE^^munj-sse 
uona raceivar, 

4. Tba a>ethod:0? ai::iifn 3 whereir^ ea;d wsraieaa tale- 
eornj-nanicattons reastivar comprsisas a: dsapiay and 
v;4>eatiin eaid step oi oorr^maasoaang $^aid de^^aani- 
aaJlon to aaid cuatomar aornpriaea com raen scat sag 
. :eaid - ouieiomar^ sdaatjjiar. to smd oaatoa'sar. 

rbe method ot cia:irn 3 wbsrain eald WEreiaer^ lei??^ 
oof^in^uascetiona- recaiveroo^rapriaeae: diepiey ^^ad. 
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wherein said sS^sp. conamuntcatsng :Sa^d d^t^^rm!- 
:n?^t!D-n fo saEd :£;:Usitiirr;er eompri:ses communicate ng 
an idt^ntity of said. pfovi:der to sasd ci-=ston>^r. 

pj:ig0f' arxj v^h^;^^e^^^ $;aid c-orrEm.ur-iicalios'^ horn 

io sa,KJ tfarv3;itc:iJon bi5:in9 authorized b lis^fjsj^si^tiid 

said iransi^jctk^f^ :bas^3-d . a ■^:Sj:©iom*sf iid^niiBfSf .^nsi- 
^<?cial*5d wjvh 1^ ciJs:^oms;": tb^s: m^s^t^oq. compn^sng 
me st^ps of; 

,cod?5 for in.ex^5C:u5lng sasd -ranaaotion; 

a i^jquest to mid; lmj>5^ac- 

sakl E:^jquas;t iniilud^ng: :Satd imn- ^ 

'M^^ Sind i^a:id- confirmatkif^ coda; ^ 
di^tarrn^HEag, ia: mspCj^^^a :5ak5 raqta^s^l bjsaad 
cif-i .cusfomar ^daniEa^JV, and baa^xi 
wh^th^r :^:aid mc:aiv^d .confi:rmat::oa 
rrmJahai> a=;iid coal srrr'Si^bri coda c^^mrauaj-^ai-^d ^ 
tQ. sasd: custeK^r -whath^jf toa:a^f:hons;S' aaid. 
tfaasacifca; 

authoa::^fng :5^iid:tf ansae uoji It $a:id d^siaraisaing 
. step dataramas ihatsa^d aans-aatson -a to ba 
.:authoa;^0d. m 

a T'hej rf;i?tn>xl of clalfTi ? \vharasn aa:id aa?p of corria^a- 
ahcaijng Io ^$^:dd ou^^iornef a ooafjari^srion cod?? for 
B:'5a Ea i?xa;oaangaasd jranaactian i& p^^doar-adta ra- 
:apot)^a:te rac^iiving .a:Coa"!rr!ij:.nidalion ti<>a> ^>^;ud"cya-: a^ 
Eomf^f jndJi:?:iUng tha^: said cuaioaiar d^^sia-^^s axa- 



. to said cuS:^oniar a: Goniirmation co-de^ lor usa in 
ooa"!ptat;aQ a^ocutica or sa-d Ifaa&a^JiEiion.: 
mcajvin^^; a :commaa3G:al:3on coapnaiag,. said. 
coaiiiTasiiiart aod>&; and 

aathari^ing sasd tE-aaa?it£^l;oa ja raapaasa aa:d 
maaivad .^i^anfirraatba coda rtiatahjrt:^: ssad ct^a- 
ik raatia?T c<:d ^ ct:!rfim an:K;at aaid. c astojTior 

11. Tha rajsiaod al alaira 7 or 10 wh^?a?ia tsasd slap 
: c;;arTiaT'.if ^sc;:iat>9 to said asj^siojTjj?!" satd v^oj'^iataalioj'^ 
cGi^a. Ct>rapfis^^a■a^c^x^:ia9.^aa^;d^ aonfsrrnatbn coda la 
pfftvidfij .:a^ aacara .cci^^^rauab^iJ^aa maraos .. 

ia. Thaa^mhoc^ofaia;*T! 1 2;7^>rTDwhafabsaiidtens- 
aab^ aampn^a$-.a- aafes tranaac^ioa -aad wharain 
said au:S^o?T^ar idanllfiar coa^priaaa. a ofad^i. aam 

13. ThsmathocJ of claim 7 or 10 whaj^eia ss^iidlrans^^ 
aic:to compriaa^ pilacing a tasephca^j caJS ma 
whaE^aia aatd caafoa-^ar b^^at^fiar ccjmpris^as.^a jf^t^-' 
phona ca:3;3ag a;:ad aianaar. 

14. 7>a^;mea><:>c^ Of claim t, 2, 7or 10 vvharsia ^sadtmna- 
aiC:Jion cojTipria?^$^.a bankiac^ ii"^ia>5:aat^oa Had w^ha^vs- 
ia said tas;tomar idaaiijjaf aompriass^ a bmk. cai-d 
a^frsbar: 

I S. The mathod of cja^^Ti i , 2. 7 10 wherein said cua- 
lO-riT^of" tdaalstiar coaipitsaa a Pa^r'aoaa^ idarasHoaiioa 

15. Tha raathod Gl olaira 7 or 10 ^^mom aasd step of 
corrifrTLa^sc;:ajag a;:dd ^oalsBTiat m^mi om- 
tcmar coaprisaa irart^ia^saiag a j^ic^na^ rapaj^sania-^ 
t!va af aaid coas'irraat ion coda to a; v>arata$s ia3.aaoa>- 
maa-iaatsona raaatvar. 



9. Tha a-aihod of alasm ? farihar aarapaasag tha: ^tap 

of aoa"iai!^aiaaiJag: a aaaand ,aontiffriat;an. aoda: to --^^^^ 
^feaid a^^aioaiar astar aa^aorii^^ag aaic?. tfaaaaalson, 
.$aid'$acaad aaaf^rmafi;aa coda tar a^a ia axacatin^ 
■s..^^aaoad tfar^sa<?Jior^ ^aaaac^aeaf to ^aid: transac-. 
UOE^^aad bainQ diffaraat f E'om; said ccn^sartarion aods . 

4a 

10. An:ai:jtoraatad raath^Dci tof a-Jthoriziixi a IranaacJion, 
■■^ab.aaa^^-idson :basaf:i.ai^ a. castojriar:id£jaf:f^ar as:^. 
sGOjaiod with:a ;3Ustoma?; tha jrsafhoei compr^aia« 
the siap^o:::. 

racaMag a r^iqua;>t ^iatdori^a aak^. iraasac:^ 
tEor^,:aaid f^quaj>t iaaiudsag aaki as-iaraa^ofi-daa- 
detarmifa^ag.. b maponse ta aaid raqaasi aad 
.baaad oa :aaid aaatoa^af idantnjar; ^lataar lo 
aathar;Ka ^aid tran^ac^ba ; 
^f a^ld dataavaaijig .stap.^da^armiaas lhaf. said 
traaaaatba ia1:o ba aatJ^aa^:ad, aommanic^atiing 



1?, Tha mathod of chssavS or 16 whar^^^a §ajd -^^jrasaas 
tasaaajv!a>aabi;Ubas raaaJvarvcofTtpriaas :a. pagar: 

1 An aiJlafTiataaayaiaaT M h^^m^mmmmg a t^^aas-- 
.actbn, aaid tfaaaacacia basad oa a ciuatoa^sr idan- 
ats^r.aasoojaiad w^tn aastoa^a:r jha. ay^tam conv 
priaba: 

a Ecaasvar a<:bp^a<:i-tG racaiva a: t^^q^^mt io aa- 

Ihori^a sajd ^raas^aat^<::n, aaid raqaasl :inck^d%-5g^ 

^?a^d aasto-rrtaf idaaln^af; 

jT^^5aa;5 for detafmsajng, ia rajspoaaa said ivs-: 

qijasi and baa^xd on sajd castoaiar K^aaiijka: 

wharhar a !.^:hor!za said a:aa.?^aatio:n.. 

a aaaaaintar adaptad co?r^aTaa;ic.ato aaid d^:^ 

toa-aiaalbmo aaJd aus^arr^or said t-noaas im 

i^^mmnmg datara^siaaathaiaf^iidtranaacaoa 

jo ba aaihaaa'ad;: 

a reaeiva?' adapmd to focalv-ts a commaaia^^ition 
■tea^ sa:b oaa^oa^ar- coafiaTj^ag taar said aaa- 
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sponge .to; said commi^nicamn f ^^i^i^'Sd . from 

ai^riCf^iv^^r a^^api^^d to.roctiiv^.a resquast to;at^- 

Qi^iest s^ad. ba£i;0d .on mid ■^{i^rier ^^ent^m, 

a' tranam^ster adapted to: corr?raunicaJa ^aio :c5e^ 
■taitmsnatiors- i0 aai;d oiistqmar si s^asd m&m^ io^- 
dr5tara>tn:Eag ds>ta]-a>!nas- t^^si^ :S^id l:!-ani>ai!::i^on ;ja 
■to.:baajj:i:hoa?^jd; 

■Si t:Ea-i®:r .adapiad tG:d??i;ajTa^;!-^a..v^hal]^ar a a^fa- 
rauasosiiiort sixikratjag, thai aasd ^::-aaa;5.ciiOn ia 
not to aairiO:l:^i><j f^.^c:e;vad mma^ a ga'an 
^ifV^ouf :l Or tif r^^i span's ^slct caj^tOiT^aj': and 
rnsaris for .aBiho!-i.K.jn.g. sa:fd. kainssialbn ^il aasd 
ciorrsfnaai<;ai?<sa if'om said <>as;toj'nar nt^t ra- 
cajved;WEih!a said.givan.amoua^of t?:?m... 

M. An autormt^C sysiam for- u^-a la aumor L^ing a tran^- 
actjoa, asid transsicaion based on a cuatoa^^e■r idm- 

;prfeing-: 

a raca^v^&r i^dap^^^^d to im:^^h/e^^\XiWiimkMiot^ 
from 4xj.;d ca$^tca"ar indicating t^^ai ^^aid cu'?^toa"i- 
arcia?5:iras: to- mmiM ^s^id irsins^jot^Qrv 
.a. :trar;sin:tfe'r ^tc^apl;eclio^-ccjnvrvi ia;t::;:i^ io'^-sasa 
oustomaf a c^^nftrmalioa- co^^:?^. lor-.as^i: tn-.axeoJit- 
jng aaEd tfarisao^ba; 

a J^oaivar adap:fed-"1:o:iweiya a-f^iquaat to a;Li- 
thotti^a sajd iraassic-fk-^n. $a;d requast inciadsng 
said eaato^a^r id^a^itiar aad ssiid aonljrfaatbji 
coda: 

n^earss tor datara^jr^jav^s. ia r^iapoasa to ssiid. ra- 
qi;«jat bas^^id on $iajd caaloaw jdaaiiJia^ siad 
t-a.sad- on vvhalhar .^iasd racaiv^ed carinraiaisan 
coda raatd^ea x&aid-aortfarasaian cod^i aofan:!:!-^ 
nioaiad to.aasd .auafomar; wh-ether to :5^i!thoaz-s 
said .iraastactton:;; ana 

j-aaaa^i for aaf:!-:oa:dnc|. sapd t':raaa;:iaJsoa if iis^d 

2i ... ■■ Aa aatomaled; system, for u%&m .mihomivig. a trana- 
action., ssid a-anaisatiQa based on a euatoa>ar iderv 
tltser aasocsatad wilh Si cuaTomoa ibe sysilafa oam- 
adaing:: ' 



a r^ca!W:r adapted to raaeiva: a. ^-aqaast to.ay- 

^hor■^;^e s?:iJd lraaa&iOt;oa. said retajost ;iack!d!n9 

sakl oualOiraer ^daotsfjer: 

faeans lor dSTtarrasniia^^ sn reapoas-s to asisd la- 

qaaal siad baead on .s^ad cyatomer jdantiaai-; 

whethar io:aath^>r;2e aaid aa^aassotion: 

a ti-aa^$rtij|i:ar a^;iapja<i to conarsunic;atec to t-aki 

c;a^?tojr58r a. coa^tar^alloa coi:ia for asa ia coav 

plating axaouUon of said iransaction M ?x^id 

aiaa?>« jor dm^tninrng d^siafmlna^ mm saiid 

tjj^ias^sialioaasi.io auihari^md: 

a raaaivar adap^iad.^O: faeajve a a0a-t.ray.a!aat[Drs 

Go^T!pr.^asa:g. said. oonfirjTsatsoa oada: .and 

raaaas/ for a:i,^ihca:ging; :Ssi3d.t^anaaeiJon sa ra- 

jTiatohlng aaid aortflaaa^ioa coda comma nia;?;^" 
edtoeaid oi^etamaf 

;22...A jT:!ainod.:of proca&si^ng- a ^jv^^r^sjaat^aa, Jda^rneihod: 
^ aarapriSsrjg taa alepa^al;:. 

rai^aivia^ .ir^^ormal^on aa^^a-^sMa-cl vyiih. alraa^i- 
at:^;ori ja^Jia^ad by an. aaaat of a-, prir^oij^al; 
raaiav;!r3p :a piotm baaed on said ^ararma^ioa 
asa^^cjaied vyt?h $^a§d uaa^aailon : 
c:o^aparifjg al ioasJ a portion: ol ;sa;d in'ofmaaoa 

d^aa iaaiadod in aaid pr^llla: and 
la roapon$La to t^aid campan^:oa, not;fyEng c-aid 
afi:aoip:a!. of .aaid ii-aasaoi^oa:, 

m 

m, Taa mat:iiod-of oiaiim 2.2 wharaia-aa^d- aotjlyin-g st^p. 

to s^aid pdnoipai fa.qaaa^; aapr<:<vi:tj jor ^ha; tarina- 
■a^^ton. 

aa 

toQ^iwl^^lBfi :spproval ;3.l9as:t:rvia^,aa!dpr3-nofpa|: 
4^:- .£a>d 

m faapanaa to m^sajviin^ aa^!d:Hpprovarajgnai 

im mathcjd o^ oialm :g4 wharaia:tha:apps-ova['a!pna:i 
4a . tranr Ida-, pr^aojpal -i^^ ■.Jraaa^riittadvf foa^- a ^pagsag d-a.-- 
vice vvhiaa E^^aaivad lha noijfiaaiion m raspoas^a io 

.mi 



Tha mathod of asasm ESIarthar oarapf b^ng idc ataps 

■ of: 

raoatyiag a:diaapp?ovar^>;^^ 
pal; and. 

ja-.reaponsa to disappj:os?ai aid;^ 

n.aL ?ovalida!h:g sa.;d iraaeaotioa, 

Taamatliod of.oiaiij?^ PSfajthar-aorapria^ij^g t:^a sfap: 
of .favalsdatsagaald !!-aaaactba-vvhea:ao;a3gnas se- ra- 
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questfor siDprovai msssag^. 

■ said d;:i^;:i inck?d^::d- in: s^aid pro^iEe.. 

: ^5t^3d.wsih ::a^^^tsmae^:;■o^ snstlsifsd by an agsnt of 
■a prhdpa? and which: stor^^a a .peafs^a;d^rsn0d 

:aproc^^?s:or whic^i a) f^^triev^s ^said pfo^i^^^afrom 
^aid.da*afea§6 bas^d on.sasd information, sisac^- 
;c:iated wilb :s>^i:Ed. ^rs^rt$;aiiliKifv sasi-:b):.;::aj^ipsf:^ja 

■■■aarapi;n1S:aE't . 

M 

30. Th^^ system o; obirF^ 29 ^^yhfSf js^h: aaKJ notsJjpaiion 
nar ?nabdas a mfsssaga f fsq^^ssting aapjovaj of ihe 
J:fanaacti:0n:. 

m. ■ The- sy stam::a:r immBf cofnpriaing: 

m -mmim'mm-km^ mmi aa mpm&i m^- 
nsi ;a. ^;^a^^an^^:iad :6a:5d ■p^;^c:^pas :tq- said dalxr- 
.b;:iaa^a^:d■ 

maaas .raspaas:EVv^ to: j^jcan^iag :^ajd ^^^ppiovai: a^^ 
algnas. at: sajd daJabajse, fm :aut5od^snp .^aid 
. a^isac^l^o^:: 

3:a.. Tha .^^y^a.^5^a d; cimr\ m f anhi&f oorapr^s^ag a paging 
da^^^iaa^vvhici-va) faca;va3 iha nolsf^caaan ^;i9aa^ sH: --^^^^ 
faspaaasi to :aTa compaasm. aad b) -^r^iaarrlstB tha 
appr"oval- asgr^ai: :^TOn th^ pria^D^pai. 

■3-3... The sys!ar^> of cia-im-'^O- taft^hav- aoa'^pr^s^^ag: 

ajvt^nd^^ijst^a- dev^ca fj^^avw^'siah s^i d^^^app^'ovai 
s^igrsa? ia a-ga^ ?<a-siUad' by aaid prlac^pai lot^^^^sd da^ 
tabas^: ;:iad 

:T^aans .r;3$ponssva 1:o r^catvipg. sa^d d^sappjx^v- 

ai sigf^stj, a^ aaki dat^^hsaa ■ iinvai^at sng ixs.k^ so 

$4. Thsi ^ai^rn of dairn 30 furi:H<?r oompflsjag rnaana 
lor jnvalsdat^aQ aaid tfansactfon waea nO: ss^jaai ta 
:E*^as!vad: f::"om sa.sd. prh^cspaf la mapanae. to said re-: 
quast ior ■sppjoval a^e^saga.. 



marlaok^dsa mas:n:& for :<:^ato:rmiaing whatdar pa- 
:ramaLafSjnaSuded.;n ^a]<3:saaond.^:ubs:s!:orinferdia'-. 
aari e:5casad mresbo^d vai:uas:aapresaniad- by said 
da^ inai^jdad id :sa^d: praf Ha. 
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